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GENERAL INFORMATION

1.1

Contact Data and Legal Information

Contact Data

Support
If you cannot find information you need in this guide, or if you have questions or problems, contact
Brainlab support:
Region

Telephone and Fax

Email

United States and Canada

Tel: (800) 597-5911
Fax: (708) 409-1619

iplan.net@brainlab.com or
us.support@brainlab.com

Africa, Asia, Australia, Europe

Tel: +49 89 991568-44
Fax: +49 89 991568-811

Latin America

Tel: +55 11 3355-3370
Fax: +55 11 3355-3379

Japan

Tel: +81-3-3769-6900
Fax: +81-3-3769-6901

France and French-speaking regions

Tel: +33-800-67-60-30

iplan.net@brainlab.com or
support@brainlab.com

iplan.net@brainlab.com or
support_fr@brainlab.com

Feedback
Despite careful review, this manual may contain errors.
Please contact us at igs.manuals@brainlab.com if you have suggestions as to how we can
improve this manual.

Manufacturer
Brainlab AG
Kapellenstr. 12
85622 Feldkirchen
Germany
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Contact Data and Legal Information

1.1.1

Legal Information

Copyright
This guide contains proprietary information protected by copyright. No part of this guide may be
reproduced or translated without express written permission of Brainlab.

Brainlab Trademarks
The following are trademarks of Brainlab AG in Germany and/or the US:
• iPlan®
• Brainlab Elements™

Non-Brainlab Trademarks
• Microsoft®, Windows®, ActiveX® and Internet Explorer® are trademarks of Microsoft
Corporation, registered in the US and other countries.
• Mozilla Firefox® is a trademark of Mozilla Foundation, registered in the US and other countries.
• iPad® is a trademark of Apple Inc., registered in the US and other countries.

Disposal Instructions
Only dispose of electrical and electronic equipment in accordance with statutory regulations. For
information regarding the WEEE (Waste Electrical and Electronic Equipment) directive, visit:
http://www.brainlab.com/weee

Sales in the US
US federal law restricts this software to sale by or on the order of a physician.
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1.2

Symbols

Symbols Used in This Guide

Warnings
Warnings are indicated by triangular warning symbols. They contain safety-critical
information regarding possible injury, death or other serious consequences associated
with equipment misuse.

Cautions
Cautions are indicated by circular caution symbols. They contain safety-critical information
regarding possible problems with the device. Such problems include device malfunctions,
device failure, damage to device or damage to property.

Notes
NOTE: Notes are formatted in italic type and indicate additional useful hints.
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Intended Use

1.3

Intended Use

Using iPlan Net

Indications for Use
iPlan Net defines the technology specifications for the environment/platform that offers network
connectivity to the planning software iPlan, Brainlab Elements and related software. Users
through iPlan Net shall be allowed to run iPlan or Brainlab Elements installed on a server from
different clients and simultaneously. The client has minimal HW and SW requirements which
includes support for thin clients and Windows operating systems. The connection shall be
possible using an internet browser with minimal installation effort.

Plausibility Review
Before patient treatment, review the plausibility of all information input to and output from
the device.

8
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1.4

Compatibility with Medical Software

Brainlab Medical Software

Authorization
Only authorized Brainlab employees may install software on iPlan Net. Do not install or
remove any software applications.

Compatible Brainlab Medical Software
iPlan Net is compatible with:
• Digital Lightbox 2.0
• iPlan Cranial 3.0
• iPlan ENT 3.0
• iPlan Stereotaxy 3.0
• iPlan View 3.0
• iPlan Spine 3.0
• iPlan RT 4.5
• iPlan RT Dose 4.1
• iPlan RT Image 4.1
• PatXfer RT 1.5
• ContentManager 2.1
• Patient Browser 4.1
• DICOM Viewer 2.1
NOTE: Content Manager, Patient Browser and DICOM Viewer are sometimes referred to as
"Patient Data Manager" or "Brainlab Elements". For further information see the Content
Manager, Patient Browser and DICOM Viewer Software User Guide.

Incompatible Brainlab Medical Software
iPlan Net is incompatible with PatXfer 5.2.1.

Other Brainlab Software
Other compatible software versions may become available after the release of this manual.
If you are running software versions other than those specified above, contact Brainlab support for
clarification regarding compatibility.
Only Brainlab medical software specified by Brainlab may be installed and used with the
system.

Software User Guide Rev. 1.1 iPlan Net Ver. 3.6

9

Compatibility with Medical Software

1.4.1

Non-Brainlab Software

Compatible Non-Brainlab Software
iPlan Net is compatible with:
• Windows XP (Service Pack 2 or higher) or newer Microsoft platforms
• Internet Explorer version 8.0 or later
The iPlan Net server component is compatible with Windows Server 2008. For information
regarding compatible service packs, please contact Brainlab support.

Other Non-Brainlab Software
In general, iPlan Net is compatible with most commercial software as long as it does not affect the
functionality of:
• Terminal services
• Internet information service (IIS)
• Access gateway
If you are unsure of a software’s compatibility, contact Brainlab support.
Be aware that some malware protection software (e.g., virus scanner) settings can negatively
affect system performance, e.g., if real-time scans are performed and each file access is
monitored, then loading and saving patient data may be slow.
Only critical operating system updates or malware protection measures are recommended.
Driver updates are not allowed. Do not download or install updates during treatment
planning. Please contact Brainlab support for further information.

10
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1.5

Training and Documentation

Intended Audience
This user guide is intended for surgeons and their staff using iPlan Net.

Reading User Guides
This user guide describes the connection to server-based planning software.
It is important that all users:
• Read the user guides carefully before use
• Have access to the user guides at all times

Available Brainlab User Guides
User Guide

Software User Guides

Contents
• Overview of treatment planning and image-guided navigation
• Description of OR system setup
• Detailed software instructions

Instrument User Guides

Detailed instructions on instrument handling

Cleaning, Disinfection
and Sterilization Guide

Details on cleaning, disinfecting and sterilizing instruments

System User Guides

Comprehensive information on system setup

Technical User Guide

Detailed technical information on the system, including specifications
and compliances

Quick Reference Guides
Quick Reference Guides are available for most software applications and for some complex
instruments. They provide condensed information on using the software or hardware, and are
intended as a supplement to the user guides.
NOTE: Quick Reference Guides do not replace the user guides.

Brainlab Training
To ensure safe and appropriate use, before using the software all users should participate in a
training program held by a Brainlab representative.

Responsibility
This software solely provides additional assistance to the surgeon or user and does not by
any means substitute or replace the surgeon’s or user’s experience and/or responsibility
during its use.
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2

iPLAN NET USE AND
FUNCTIONALITY

2.1

Getting Started

Access Information

Figure 1
iPlan Net is part of Origin Server and provides access to planning software via a network, with
the use of Internet Explorer.
The access URL may vary based on customer specifications, however, the standard access URL
is:
https://iplannet
iPlan Net allows other Brainlab applications to connect to the hospital PACS system. This
way, only one Brainlab-specific DICOM node needs to be entered in the PACS system and
the overall query/retrieve configuration for Brainlab applications is simplified. Only
Brainlab applications can connect to this service. If you wish to further restrict access to
the hospital PACS system for Brainlab applications (e.g., enter each Brainlab application as
separate DICOM node or restrict access to certain machines), please contact Brainlab
support.

Client Variations
Screenshots and how-to information presented in this user guide may vary from what you
experience when using iPlan Net.
Countless variations are possible depending on your Windows version, Internet Explorer version,
server configurations, etc.
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2.1.1

Browser and Security Settings

General Information
In order to access the iPlan Net web page and start iPlan applications, the correct Internet
Explorer and security settings must be set.
NOTE: Using Internet Explorer with the RDP ActiveX component configured, users can start the
application remotely on the server by selecting the application button on the application page. The
remote application will be started immediately using the user account, which was used to login
into the server.
NOTE: Web browsers other than Internet Explorer do not support the RDP ActiveX component,
therefore RDP or the HTML5 client will be used for these browsers. Users can start the application
remotely on the server by selecting the application button on the application page.
For RDP, the user will need to enter their user name and password in order to login to the server.
This is a known limitation with the RDP method.

How to Verify Internet Explorer Settings
Steps
1.

In the Internet Explorer Tools menu, select Internet Options.

2.

Select the Security tab.

3.

In the web zones icon list, click the Trusted Sites icon.
Add the iPlan Net URL to the list.

4.

Return to the Trusted Sites icon to configure the ActiveX settings.

5.

Click the Custom level... button.
Select the following options in the setting list:
• Download signed ActiveX controls: Enable or Prompt
• Run ActiveX controls and plug-ins: Enable
• Script ActiveX controls marked safe for scripting: Enable

6.

14

Software User Guide Rev. 1.1 iPlan Net Ver. 3.6

iPLAN NET USE AND FUNCTIONALITY

How to Re-enable Plug-ins
If your system was recently updated with Windows XP Service Pack 3, the plug-in necessary for
displaying iPlan Net may have been disabled. Follow the procedure below to re-enable the plugin.
NOTE: This procedure is not necessary (and is unavailable) if you are using Windows Vista or
Windows 7.
Steps
In the Tools menu, select Manage Add-ons.
NOTE: If you are using Internet Explorer 7, you must then select Enable or Disable Addons.

1.

2.

In the Show drop-down menu (red arrow), select Currently loaded add-ons.

3.

Select Microsoft RDP Client Control or Microsoft Terminal Service Client Control.
NOTE: Selection varies based on your version of Internet Explorer.

4.

Click Enable in the Settings field.

5.

Click OK to save.
NOTE: You may need to restart the browser.

How to Verify Security Settings
If your computer uses personal firewall software, test your security settings.
Steps
1.

Add the iPlan Net URL to the list of trusted sites (see page 14).

2.

For all types of security software, ActiveX controls must not be blocked.

3.

If possible, grant the iPlan Net site the right to download and run ActiveX controls.
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Certificate Warning
When accessing the iPlan Net URL, you may receive a security certificate warning.

Figure 2
Step
To proceed, click Continue to this website (not recommended).
The iPlan Net portal opens.

How to Remove the Security Certificate Warning
Steps
Press the Help button.
The Help page opens.

1.

2.

Click the Download Certificate link to install the certificate.

ActiveX Security Warning
Depending on your ActiveX security settings, a warning may appear along the browser toolbar
during initial loading. To proceed:
Steps
1.

Click on the warning bar and select Run Add-on.
A security warning pop-up appears.

2.

Press Yes to continue to the iPlan Net portal.

Related Information
For information on security settings, access Tools > Internet Options > Security tab in the
Internet Explorer browser.

Web Browser Requirements
Client OS/Browser

Windows XP 32 Bit

16

Internet Explorer

Firefox

Chrome

Safari

8

9

10

11

Version
>=30.x

Version
>=35.x

Version
>=6.x

OK

N/A

N/A

N/A

OK

OK

N/A
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Client OS/Browser

Internet Explorer

Firefox

Chrome

Safari

Windows XP 64 Bit

OK

N/A

N/A

N/A

OK

OK

N/A

Windows 7 32 Bit

N/A

OK

OK

OK

OK

OK

N/A

Windows 7 64 Bit

N/A

OK

OK

OK

OK

OK

N/A

Windows 8 32 Bit

N/A

OK

OK

OK

OK

OK

N/A

Windows 8 64 Bit

N/A

OK

OK

OK

OK

OK

N/A

Mac OS 10.8

N/A

N/A

N/A

N/A

OK

OK

OK

iOS

N/A

N/A

N/A

N/A

N/A

N/A

OK

For accessing the server platform web portal, only browsers that support javascript can be used.
However, depending on the operating system, browser version and the server platform settings,
some web browsers cannot access the whole functionality of the server platform.
These browsers can display the web pages on the server platform portal:
• Internet Explorer version 8 and newer.
• Mozilla Firefox Version 30 and newer.
• Google Chrome Version 35 and newer.
• Safari version 6.x and newer.
The supported web browser depends on the server software configuration. According to the
current configuration, the Client Check page must display whether the browser is supported or
not.
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iPlan Net Portal

2.2

iPlan Net Portal

Screen Layout

②

③

①

④

⑤

⑥

⑦

⑧
Figure 3

No.

18

Component

Function

See

①

Login tab

Log in or change users

Page 19

②

Availability Indicator

Indicates the number of available sessions

Page 22

③

Help button

Access user guide and other helpful resources

Page 27

④

Client Check tab

Verify if connection requirements are met

Page 20

⑤

Screenshots tab

View, download or delete screenshots

Page 26

⑥

Logout button

Log out of the iPlan Net web session

Page 27

⑦

Info button

Open basic iPlan Net software information

Page 27

⑧

Applications tab

Open applications, open session sharing, access
administration tools (if applicable)

Page 22
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2.2.1

Login Tab

How to Log in to the iPlan Net Portal

①

Figure 4
Steps
1.

In the Login tab, enter your user name and password.

2.

If necessary, select a server from the drop-down list.

3.

Click the LOG IN button ①.

NOTE: If your session expires, you are required to log in again.

Changing Users
From the Login tab it is possible to change users without manually logging the initial user out. The
procedure is the same as your initial login.
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iPlan Net Portal

2.2.2

Client Check Tab

General Information

Figure 5
The Client Check tab provides an overview of the requirements needed to connect to the iPlan
Net server. If you have difficulty connecting, review this tab to correct the problem.
For more information, see page 36.

Client Check Icons
The following icons appear in the Result column of the Client Check tab:

Checking requirement: Result will be displayed shortly.

Requirement OK: Connection requirement is sufficient.

Requirement insufficient: Usability may be affected.

Requirement unknown: Connection requirement cannot be detected or identified.

Requirement not OK: Connection requirement is insufficient or not supported.

20
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Connection Quality
The Connection Quality field reports the estimated connection quality between the server and
the client computer.
Connection quality provides the basis for performance. Check this value if you experience
performance problems.
For information on client computer and network requirements, see page 36.
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iPlan Net Portal

2.2.3

Applications Tab

General Information

Figure 6
In the Applications tab you can:
• Open an application.
• Begin Session Sharing (see page 31).
• Access administrative tools if your user settings allow (see page 44).
Available applications may vary depending on the accessibility granted to the user. When an
application is not available, the corresponding button is disabled.
If there is a problem accessing an application, a warning message appears.
NOTE: The Applications tab is disabled when connecting to iPlan Net with non-Windows
devices.

How to Open an Application in Windows 7
Steps
1.

22

In the Applications tab, click on the desired application.
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Steps
If you are using a browser other than Internet Explorer (e.g., Mozilla Firefox) an Open /
Save dialog appears:

2.

Select Open with and click OK. Windows automatically selects the program with which to
open the application.
NOTE: iPlan Net is designed for use with Internet Explorer. See page 36 for more information.
If the Remote Desktop Connection dialog opens, verify that the “Remote computer” is
correct, then click Connect.

3.

Your selected application opens.
NOTE: Check boxes should be checked, as access by the remote computer is necessary
e.g., for exporting plans.
4.

A Remote Desktop Connection Verification Dialog opens, verify you wish to connect,
then click OK.

5.

Your selected application opens.

If you do not want this dialog to pop up, see ActiveX settings recommendations (page 14).
The Remote Desktop Connection dialog differs in Windows XP (see page 22).
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iPlan Net Portal

How to Verify the Remote Computer in Windows XP
Steps

1.

If the Remote Desktop Connection dialog opens, verify that the “Remote computer” is
correct, then click Yes.
NOTE: Check boxes should be checked, as access by the remote computer is necessary
e.g., for exporting plans.

2.

A Remote Desktop Connection Security Warning Dialog opens, verify you wish to connect, then click OK.
3.

Your selected application opens.

If you do not want this dialog to pop up, see ActiveX settings recommendations (page 14).

24
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Publisher Cannot Be identified
Step
If the Remote Desktop Connection dialog opens, verify that the “Remote computer” is
correct, then click Connect.

1.

Your selected application opens.
NOTE: Check boxes should be checked, as access by the remote computer is necessary
e.g., for exporting plans.

Full Screen Mode

①

Figure 7
Applications automatically open in full screen mode. To move the application to a different monitor,
click Restore Down ① in the iPlan Net connection bar to display it within the browser.
After moving the browser to the other monitor, you can return the application to full screen mode
by pressing the key combination: Ctrl + Alt + Break.
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iPlan Net Portal

2.2.4

Screenshots Tab

General Information
In the Screenshots tab, all screenshots that are accessible with your login are displayed along
with their basic file properties.
NOTE: Various treatment-related content is also available in the Screenshots tab (e.g., in .pdf
and .txt format).

Screenshot Options

Figure 8
Options
To view a file, click:
• The file name, or
• The screenshot thumbnail
NOTE: No thumbnails are displayed if image files are not available.
To download a file, click the Download button.
• If you click Save, you are prompted to define where to save the file.
• If you click Open, the screenshot will open in your local default image-viewing
program.
To delete a file, click the Delete button.
NOTE: File deletion cannot be undone.

26
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2.2.5

Buttons and Availability Indicator

Help Button
The Help button accesses:
• The iPlan Net user guide
• Relevant iPlan user guides
• Resource files
• Brainlab support contact information
• Links to client software updates
• Links to open applications via the iPlan Net App

Info Button

Opens basic iPlan Net software information.

Logout Button

Logs you out of the iPlan Net session.

Availability Indicator

The colour and numerical value indicate the number of sessions is
use. In the example shown, one out of three sessions are in use.

NOTE: If all sessions are in use, the availability indicator is red and an error message appears.

Server Session Color Coding Explanation
Server Sessions in Use

Color

0

Green

1

Light Green

2

Yellow

3

Orange

4

Red

5

Dark Gray

Service mode

Blue
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2.3

Remote Session Information

General Information
A remote session on the iPlan Net server can only be established via the Applications tab of the
iPlan Net portal. This guarantees the correct connection settings necessary for iPlan software.
When opening an application from a second client, while an active session with the same
application and user exists elsewhere, the previous session is disconnected and displayed on the
new client. The user on the first client is notified of the disconnection on the iPlan Net portal.
For more log in information, see page 19.

Before Opening an iPlan Application
Users can open multiple applications simultaneously, however, per user, only one session per
application is possible.
If you are using a device without a keyboard (e.g., a tablet PC), and keyboard input is required
during planning, enable the Windows On-Screen keyboard before opening the iPlan application.

Security Warning
When opening a session, the Remote Desktop Connection warning may appear (see page 22).
Depending on your browser ActiveX security settings, you may be prompted to confirm the
connection of your local disk drives to the remote computer.
NOTE: It is not necessary to connect your local disk drives to the remote computer if you do not
wish to export a treatment plan. In this case, you may disable the corresponding check mark in
the Remote Desktop Connection dialog.

28
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2.4

Advanced 3D Session

General Information
If you are authorized to open advanced 3D sessions, the Advanced 3D Session button appears
in the Applications tab.

How to Start 3D Application

Figure 9
Steps
1.
2.

Click Advanced 3D Session.
In the Start Application dialog, select the desired application.

3.

Press Start Application.

NOTE: Due to architectural constraints, it is not possible to perform a USB export of a treatment
plan during an Advanced 3D session. The plans need to be exported either to the network or reimported via USB to a workstation running a normal RDP session.
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Data Transfer and Export

2.5

Data Transfer and Export

Data Transfer
Use iPlan or Brainlab Elements to import data from the DICOM format.
Define as many destination archives as necessary and assign them different locations within the
patient folder.
NOTE: Only users with administrative rights can modify PatXfer archives. Changes made to
PatXfer settings by normal users are not saved after logout.

Data Export
Users can define the export location and then export the treatment plan to a storage medium
(USB flash drive) or to the hard drive on the client computer using iPlan or Brainlab Elements.
At least one export location must be defined for the target platform (e.g., VectorVision).
When exporting to a client computer, ensure that the check boxes in the Remote Desktop
Connection pop-up (see page 22), which appears upon opening an application, are checked.
NOTE: It is not possible to export treatment plans to a client computer during an HTML5
connection. This is only possible in RDP or ActiveX mode. Verify which mode is active in the
Client Check tab.

How to Export a Plan
Steps
1.

Before opening an iPlan or Brainlab Elements application, insert the storage medium to
the client computer.

2.

Click Save and Export in the iPlan Navigator of the planning software.

3.

Select your Export Location from the list in the Export dialog.
NOTE: If the export locations of your computer are not listed, contact the server administrator to enable your computer for treatment plan export.

4.

When export is complete, remove the storage medium from the client computer using the
Windows Safely Remove Hardware function.

Related User Guides
The relevant Clinical User Guides for the various iPlan applications have been provided to you
separately on CD-ROM or in printed form. To request specific Clinical User Guides, please
contact Brainlab Support.
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2.6

Session Sharing

General Information
With Session Sharing, two iPlan Net users can share a session, enabling collaboration on a
treatment plan. Both users have full access to all software features.
Before sharing a session, consider that both users have access to the software's full
functionality.

Session Sharing Screen Layout

Figure 10

How to Share a Session
Steps
Click Session Sharing in the Applications tab.
The Session Sharing dialog opens.

1.

Select a session and click Share Session.
The session owner receives a remote control request.

2.

3.

To accept session sharing, the session owner must click Yes.
The session opens. Both users can use the application simultaneously and see all steps
performed by the other user.

The guest user will have full interactive access to the software on the target system, while
the session is active.
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Session Sharing

How to Leave a Session
Step
To leave a shared session, click the Disconnect button at the bottom right of the
screen.
The application does not close, you have only exited the shared session.

32
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2.7

Performance Optimization

General Information
Performance can be improved by conserving server resources and optimizing your registry
settings.

Server Resources - Best Practice

①

Figure 11
If you close an application by clicking X ① on the iPlan Net connection bar, the session remains
active and uses server resources. Using the same login, you can then access the same session
later (e.g., from another client).
This can be convenient, however, to avoid blocking server resources do not use the X unless you
will promptly continue your session. The recommended method of closing an application is with
the Exit Application button or the Exit option in the iPlan or Brainlab Elements menu.
Each application has a set idle timeout, after which the application closes and the session
disconnects.

Intranet Optimized Settings
To optimize your settings for intranet usage, install the corresponding registry file, which increases
performance speed by limiting the number of colors available and using the default update interval
for mouse movement.

Internet Optimized Settings
To optimize your settings for internet usage, install the corresponding registry file, which increases
performance quality by increasing the number of colors available and adjusting the update interval
for mouse movement.

How to Enable Intranet or Internet Registry Settings
Steps
Press the Help button.
The Help page opens.

1.

2.

Click the Enable Intranet/Internet Optimized Settings link to install the relevant registry
file.
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Performance Optimization

Registry Setting Security Warning
Registry settings are not critical to security as they only serve to adjust mouse movement
response and color availability.

Figure 12
Step
Click Run to install the registry file.

34
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2.7.1

Monitor Resolution and Color Depth

Default Monitor Resolution
When using two or more monitors (e.g., a laptop with an external monitor attached), monitor
resolution is determined by the primary monitor. Even if the browser is opened in the secondary
monitor, the remote session is established using the resolution of the primary monitor.

How to Use a Secondary Monitor with a Different Resolution
Steps

1.

Enter the monitor resolution at the end of the login URL before logging in.
For example, to use a monitor that is 1280 x 1024 pixels, you would enter the following
URL:
https://iplannet/login.aspx?ScreenResX=1280&ScreenResY=1024
• ScreenResX= identifies the screen width.
• ScreenResY= identifies the screen height.

2.

After entering the URL, the new resolution values are displayed in the Login tab.
After log in, the new resolution settings are applied.

3.

To adjust monitor resolution after log in, you must log in again to apply the new settings.

NOTE: If you enter a resolution that is lower than the actual monitor resolution, the application
opens centered on a black background.

How to Remove Scrollbars
If your application opens in a full screen with scrollbars, you can eliminate the scrollbars by
manually entering a lower monitor resolution in the URL (as described above).
If scrollbars still appear after entering new resolution values, try again with lower values. The
actual required values may vary, as nearly each client configuration is different.
NOTE: This does not apply if the application has a minimum resolution requirement that is higher
than the manually specified one (indicated by a red asterisk on the application button).

Maximum Screen Resolution
A maximum screen resolution of 4096 x 2048 pixels is supported.

Vertically Aligned Monitors
Vertically aligned monitors with a minimum width of 1024 pixels are supported.

Low Color Depth
If you are using a monitor with a color depth lower than 32 bit, a warning appears indicating that
color depth is too low.
It is possible to open applications, however performance may be affected.
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2.8

Minimum Requirements

Client Computer Requirements
iPlan Net only runs on client computers with the following minimum requirements:
Operating System

Windows XP (Service Pack 2 or higher) or newer Microsoft platforms

RDP

6.1 or newer

Internet Access

Terminal Services Gateway Support

Web Browser

Internet Explorer version 8.0 or later

Display

Resolution of client display: 1024 x 768
NOTE: Scrollbars will appear if used on a display with a lower resolution.
Color depth: 32 bit

CPU Frequency

1 GHz (for optimal graphics performance, we recommend using frequencies higher than 1 GHz)

NOTE: For more information on monitor resolution and color depth, see page 35.
iPlan Net is designed for use with Internet Explorer. Problems or discrepancies
encountered when using web browsers other than Internet Explorer are the responsibility
of the user.

Network Connection Requirements
Accessing applications via an iPlan Net remote session requires a good network connection to
enable optimal usability of the application.
Access

Minimum value

Recommended value

Local Area Network
(LAN)

10 Mbit LAN, less than 20 ms la100 Mbit LAN, less than 20ms latency
tency

Internet

1.5 Mbit (downstream), less than 4 Mbit (downstream), less than 50 ms
100 ms latency
latency

Operating System and Terminal Service Client Requirements
To access applications over the iPlan Net portal, the client Windows workstation requires the
Microsoft Terminal Service Advanced Client version 6.0.6000 or newer.
You will need Windows XP with at least SP 2 and the additional installation package KB952155 for
32bit and KB925876 for 64bit operating systems.
This is however included by default with Windows XP with Service Pack 3, Windows Vista and
Windows 7.
If you are using a Windows version other than these, install the corresponding client update by
clicking on the link provided on the Help page (see page 27).
NOTE: Hover your mouse over the links to view which Windows configurations correspond with
each link.
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2.9

Use with Tablet Devices

General Information
iPlan Net enables tablet connectivity based on the HTML5 standard. The web browser used on
the tablet device must fulfill this standard in order to be able to establish a connection.
NOTE: Tablet use should be for information only and not used for any diagnostic purposes.

Compatibility
iPlan Net is compatible with:
• HTML5 compatible browsers
• iPad iOS 7.0 and higher
NOTE: Other compatible versions may become available after the release of this manual. For
compatibility questions, contact Brainlab support.

Standard Touch Controls
When using iPlan Net via the web browser, it is recommended to:
• Use a full screen capable browser
• Refer to the manufacturer’s User Guide
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2.9.1

Establishing a Connection

General Information
You must connect to the iPlan Net server using a web browser on your tablet.
NOTE: iPlan Net is designed for use with Internet Explorer. However, web browsers other than
Internet Explorer may be used.

How to Establish a First Time Connection

①

Figure 13
Steps
1.

Enter the relevant URL (see page 13) to access the iPlan Net server.

2.

In the Login tab, enter your user name and password.

3.

If necessary, select a server from the drop-down list.

4.

Select the confirmation button, LOG IN ①.

5.

Select the iPlan application you would like to use with your tablet (e.g., iPlan 3.0 View).

NOTE: The connection only supports tablet devices where the display resolution is at least
1024x768. Therefore, use with smaller devices e.g., smartphones is not supported.

How to Add iPlan Net to the Home Screen

①

②

③

Figure 14
For optimized viewing it is recommended to view iPlan Net in full screen mode .
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Add the server URL to the Home Screen to ensure that iPlan Net opens each time in full screen
mode.
Steps

Select ① to open dialog.

1.

Select Add to Home Screen icon ②.

2.

3.

The Add to Home dialog opens.
Select Add ③ from the dialog.
An icon is added to your home screen.

How to Access iPlan Net from the Home Screen

①

Figure 15
Step
Start iPlan Net by selecting the icon you created ① from the Home Screen.
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Viewing

①
Figure 16
It is recommended to use a full screen capable browser when viewing iPlan Net.
Step
Toggle between the full and standard screen by using the icons on the screen ①.
NOTE: Exact viewing functionality is browser dependent and the chosen application may not
always fit exactly to the size of the screen.
NOTE: Navigating back and forward should not be done during surgery planning.
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Keyboard Access

Figure 17
Step
Activate the keyboard by selecting the keyboard icon from the overlay menu.

How to Start Brainlab Elements on iPad
Steps
Select Brainlab Elements iPad on the application page.

1.

NOTE: There are two buttons for Brainlab Elements:
• Brainlab Elements: to use Elements on a PC client, and
• Brainlab Elements iPad: to use Elements on iPad
When using Brainlab Elements on an iPad, make sure you use the Brainlab Elements
iPad button on the application page.
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Steps
The Brainlab Elements initial screen is bigger than the iPad’s physical screen. After
starting an element, use a pinch action to zoom out the application view to fit the iPad:

2.

NOTE: Brainlab Elements running on iPad do not support multi-finger gestures. E.g., if
you want to zoom the images, use the zoom button and then move your finger up or
down.
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3

iPLAN NET
ADMINISTRATION

3.1

Server Desktop

Functionality and Access

General Information
With the Server Desktop function, an administrator can access the server desktop remotely with
full functionality.

Encrypted Access
iPlan Net supports communication over HTTPS. This allows high security standards and therefore
an easier firewall configuration (normally not necessary) when connecting over the internet.

How to Access the Server Desktop
Step
Click the Server Desktop button in the Applications tab.
The remote server desktop opens on the screen.
NOTE: If applicable, you must select the required server from the list.
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3.2

User Management

Management of iPlan Net Users

Computer Management Dialog
You can add or remove the users allowed to utilize certain iPlan Net functions via the Computer
Management dialog.

Figure 18

How to Add a Local User
Steps

44

1.

Click the Server Desktop button.

2.

Open the Computer Management dialog:
• Select Control panel in the start menu
• Click Administrative tools
• Select Computer Management

3.

In the left panel, expand the Local Users and Groups branch and click Users.
NOTE: If you are working with a server on a Windows domain, go to step 7.

4.

In the top menu, click Action and select New user.

5.

Enter the user name, description and password.

6.

In the left panel, expand the Users and Groups branch and click Groups.

7.

In the right panel, double-click on the group to which you would like to add a user:
• iPlanNetAdministration
• iPlanNetPlanning
• iPlanNetSessionSharing
• RemoteDesktopUsers
NOTE: Not all users should have administrative rights. Normal users should have access
to iPlan applications and write access to patient folders only.

8.

Click Add and insert all users who shall have the corresponding group rights.

9.

Click OK to confirm.
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Domain Groups
If the iPlan Net is integrated in a Windows domain, manage users within the Active Directory.
In a typical integration scenario of iPlan Net, the following domain groups are mapped in the local
iPlan Net groups:
Local Group

Corresponding Domain Group

iPlanNetAdministration

iPlanNetAdministrationUsers

iPlanNetPlanning

iPlanNetPlanningUsers

iPlanNetSessionSharing

iPlanNetSessionSharingUsers

RemoteDesktopUsers

All iPlan Net domain groups are mapped to the local RemoteDesktopUsers group

How to Authorize a Domain User
Steps
1.

Open Active Directory Users and Computers (e.g., on the domain controller).

2.

Click Users and right click on the user you wish to authorize.

3.

Open the User Properties, then click on the Member of tab.

4.

Click Add... and select the iPlan Net user groups for which the user shall have corresponding group rights.

5.

Click OK to confirm.

How to Remove a User
Steps
1.

In the right panel of the Computer Management dialog, double-click on the relevant
group.

2.

Select the user and click Remove.

3.

Click OK to confirm.
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3.3

Session Manager

Using the Session Manager

General Information
With the Session Manager function, an iPlan Net administrator can terminate a session that is
not responding.

Figure 19

How to Terminate a Session
Steps

1.

2.

Click the Session Manager button in the Applications tab.
The Session Manager dialog opens.
NOTE: Depending on your settings, the Remote Desktop Connection warning page may appear. Click Yes to proceed.
Select the session you wish to close and click End Session.
In the Session Manager warning dialog, click Yes to confirm:

3.

The selected session will terminate and disappear from the session list within a few seconds.
NOTE: All modified data that was not saved during that session will be lost.
4.
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Click Close to close the Session Manager dialog.
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NOTE: The Terminate Session function should only be used in exceptional cases, e.g., when the
application does not respond and must be restarted.

Load Balancing
When more than one server is in use, iPlan Net automatically optimizes performance via socalled load balancing. Server priority is defined in the iPlan Net settings.
We recommend using identical hardware configurations for all servers in order to optimize load
balancing.
To fine-tune system efficiency, contact Brainlab support.
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3.4

Disabling Revocation Checks

Avoiding Delays During Connection

General Information
If a client is not connected to the internet, you may experience delays when connecting to iPlan
Net. This occurs because the client attempts to validate the SSL certificate for issuer and
revocation list. The revocation check fails and times out without an internet connection, causing a
delay of about 15-20 seconds.
To avoid this delay, disable the revocation checks on the client.

How to Disable Revocation Checks - Windows XP

Figure 20
Steps
1.

In the Internet Explorer Tools menu, select Internet Options.

2.

In the Advanced tab, scroll to the Security settings.

3.

Deactivate the Check for publisher’s certificate revocation c heckbox.

4.

Click OK.

How to Disable Revocation Checks - Windows Vista and Windows 7
With Windows 7 and Windows Vista there is a local group policy for disabling the revocation
checks.

48

Software User Guide Rev. 1.1 iPlan Net Ver. 3.6

iPLAN NET ADMINISTRATION

Figure 21
Steps
1.

In the Windows Start menu, select Run... and enter gpedit.msc.
The Group Policy dialog opens.

2.

Under Local Computer Policy, click on Windows Settings, then Security Settings.

3.

Click on Public Key Policies, then open Certificate Path Validation.
The Certificate Path Validation Settings Properties dialog opens.

4.

In the Network Retrieval tab, deactivate the Automatically update certificates in the
Microsoft Root Certificate Program checkbox (arrow).

5.

Click OK.
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3.5

Browser Configuration

Configuring Web Browsers

Browser Encryption Security Warning Using Mozilla Firefox

Figure 22
Some web browsers may need verification of their security certificate before accessing a remote
server. When you see this message you have a security issue. If the Active Connection Mode
(see page 20) is RDP or ActiveX you can continue by carrying out the following:
Steps
1.

Verify that the remote server is correct.

2.

Select I understand the Risks.

3.

Select Add Exception.

4.

Check Permanently store this exception.

5.

Select Confirm Security Exception.

If the Active Connection Mode is HTML5, this security warning must be addressed and removed
by your Network Administrator.
NOTE: Contact your Network Administrator for more information.

Browser Encryption Security Warning Using Google Chrome

①
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For Google Chrome you are given a temporary certificate and can progress without verifying the
security, however, the graphic displayed in the browser ① will indicate that it is unsecured.
NOTE: Contact your Network Administrator for more information

Self-signed Certificates for Browsers
If you receive a message similar to this, it means you are using a self-signed certificate.
You will need to update your security certificate.

Figure 23
Read the details in the warning dialog. Possible reasons for this warning are:
• The common name in the certificate is not the same as the web server name. The configured
server name in the iPlan Net configuration file must be the same as the “common name” in the
certificate. Contact Brainlab support to change either the server or common name. The client
must be able to resolve changed server names via DNS or host file.
• There is a missing link in the list of Certification Authorities. Connect the client to the internet to
update the Certification Authorities.
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• The Certificate is outdated and must be renewed. Contact Brainlab support for information
about certificate renewal and installation.
• See page 51 for more information.
NOTE: SSL certificates should ideally be generated by an official Certification Authority. When
using self signed certificates it is important to guarantee that the CA (Certification Authority) is
known to the connecting client. Contact your System Administrator or Brainlab for more
information.
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3.6

Bookmark Creation

Creating Application Shortcuts on the Desktop

General Information
You can skip the application start page and start applications directly from the server desktop by
creating shortcuts.

How to Create a Desktop Shortcut

①

②
③

④

Figure 24
Steps
1.

Right mouse click on the desktop and select New.
Extended dialog opens.

2.

Select Shortcut from the extended dialog.
Create Shortcut dialog opens.

3.

Add the full server location and select Next.
NOTE: Exact server path or location can vary depending on requirements. If in doubt contact your IT department.

4.

Add a name for the shortcut, e.g., iPlan Cranial.
NOTE: The name must match the application name used in iplannet.xml

5.

Select Finish.
The shortcut is created on the desktop.
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3.7

Export Locations

Defining Export Directories

General Information
Export directories can be shared through the network so that they are accessible from other
workstations or planning platforms (e.g. VectorVision).
The following instructions use the export directory as an example; it is located on the iPlan Net. If
a file server is used or if the export directory is located somewhere else, please adapt the path
accordingly.
The default location for the patient data is F:\PatientsData\.
Depending to the export type, the target directory is located under the patients' data directory (e.g.
F:\PatientsData\Navigation).
(e.g. F:\PatientsData\Navigation\ VV7Cranial\).
Create one export folder for each target platform.

How to Share Export Directories

Figure 25
Steps
1.

Open the directory properties and click on Advanced Sharing.
Sharing can also be made on the higher directory level.

2.

Set the sharing permissions on the shared folder.
Assign a read only permission on the folder.
Only if necessary, assign full control permission on the share folder.

NOTE: In general, the shared folder can be accessed from other computers on the network using
the UNC path, "\\ServerName\ShareName".
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3.8

iHelp (Remote Customer Support)

Using iHelp

General Information
If requested, iPlan Net can be equipped with remote access to Brainlab support. You can activate
this remote access by clicking Start iHelp in the Windows start menu.
NOTE: Contact Brainlab support before activating iHelp, as their activation is required before you
can use the feature.

Start Menu

①

Figure 26
Once iHelp has been activated, corresponding icons are shown in the Windows start menu ①.
It is now possible for Brainlab support to remotely access your iPlan Net, e.g., to perform
diagnostics.
NOTE: To deactivate remote access, click Stop iHelp in the Windows start menu.

How iHelp Works
The iHelp software, installed on iPlan Net, pings to the iHelp server on port 443 or 17002. Both
are outbound connections whereby port 17002 is faster. With each ping iPlan Net tries to
establish an SSL tunnel.
• To access your iPlan Net, Brainlab support first connects to the iHelp server using an SSL
tunnel.
• The iHelp server merges the two tunnels and Brainlab support can access your iPlan Net.

Installation Requirements
You do not need to make any changes to your firewall settings (unless you would like to provide
Brainlab support with a faster connection to your iPlan Net).
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Provided your firewall already allows Internet connections to be made from inside your network,
iHelp will be able to deliver remote assistance. You must start iHelp on your iPlan Net, otherwise
Brainlab support will not have access.
No patient data is transferred.

For Further Information
Contact iHelp.support@brainlab.com
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TROUBLESHOOTING

4.1

Troubleshooting Information

Overview

Intended Audience
The information presented in the Troubleshooting section is directed at server administrators, to
assist with frequently asked questions you may encounter when using iPlan Net.

Abbreviations
The following abbreviations are used in this section:
• DNS: Domain Name System
• ICMP: Internet Control Message Protocol
• SSL: Secure Sockets Layer
• FQDN: Fully Qualified Domain Name
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4.2

Accessing iPlan Net

Access FAQs

iPlan Net Access
FAQ

Suggestion

After entering the iPlan Net
URL, the page does not load.

The URL must be resolved either via a DNS or it must be entered in the local host file on the computer. Ping the server
name and verify that the name can be resolved to an IP address.
There must be a network connection between the client and
server. The server must respond to a ping of the server IP address. In some networks the ICMP is disabled so that a ping
does not go through.
There must be no firewall blocking port 443. Check that you
can connect to port 443 via telnet.

The initial connection to iPlan
Net takes a long time (15-20
seconds). No error or warning
is displayed.

During the SSL connection, the revocation of all certificates
that include root authorities are checked.
If the client has no internet connection, the revocation checks
fail after timing out. To avoid this delay, revocation checks must
be disabled (see page 48).

When opening the iPlan Net
portal, I see a warning that the
certificate is not valid.

In Internet Explorer, click on the lock symbol to view why the
certificate was found invalid. Possible causes are:
• The common name of the certificate does not match the web
server name. Either change the resolved name in the DNS
or host file, or change the certificate on the iPlan Net server
(contact Brainlab support).
• There is a missing link in the list of Certification Authorities.
Connect the client to the internet so that the Certification Authorities can be updated.
• Certificate is outdated and must be renewed. Contact Brainlab support for certificate renewal.
Download and install the certificate file to remove this warning
(see page 16).

Logging in to iPlan Net
FAQ

Suggestion

You must enter a valid domain user or a valid local user in the
User name field. If logging in with a domain user name fails,
I see the Login tab but I cannot try to log in to your Windows client. There must be no expired
password warning.
log in.
If you are not able to log in to your local computer, contact your
IT administrator to reset your user credentials.
After logging in, I do not see
any application buttons.

Your account has not been authorized for iPlan Net use. Your
account must be added to the iPlanNetPlanning group.
If this problem applies to all users, User Management is not
properly configured (see page 44).

There is a minimum display resolution required by each configAfter logging in, I see a warning ured application (see page 36).
that screen resolution is not
The session will still start if the resolution is insufficient, howevsufficient.
er you will see scroll bars on the sides of the application. The
display of medical imaging data is not altered or deformed.
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4.3

iPlan Applications

Application Functionality FAQs

Opening Applications
FAQ

Suggestion

Some application buttons are
disabled.

Either you do not have a valid license for those applications, or
all available sessions are in use.

After clicking on an application The user must be added in the RemoteDesktopUsers group.
button, the application does not This can be done either directly or via an Active Directory
start.
group.
The maximum amount of available sessions displayed in the
iPlan Net portal is less than the
number of purchased licenses.

In a load balancing environment, it may occur that one of the
servers is down or is not accessible via the network.
Check the iPlan Net configuration file to see if all servers are
listed and if load balancing is enabled.

The Client Check tab shows
an error with the Remote
Desktop Connection.

iPlan Net is intended for use with Internet Explorer. This error
may appear if you are using a browser other than Internet Explorer.
Verify your browser and security settings according to the procedure on page 14.

Application Performance
FAQ

Suggestion
In the iPlan Net portal, check how many sessions are running.
Excessive running sessions may slow down server performance. If necessary, administrators can use the Session Manager to terminate unused sessions that were incorrectly
closed.

Performance of the selected
application is slow.

The iPlan Net session is running, but the application does
not open or an error is displayed.
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In the Client Check tab, check Connection Quality and verify
that the download speed and response time are sufficient.
If your connection is made over the local network/intranet and
the Client Check results are not sufficient, contact your IT administrator for network connection improvements. If the Client
Check results are sufficient, you can increase the application
performance by enabling the intranet optimized settings (see
page 33).
If connection is made over the internet, performance problems
caused by a slow internet connection may be improved by enabling the internet optimized settings (see page 33). Additionally,
subscribing to a “fast path” option offered by many internet providers can also improve response time.
If iPlan Net displays an error message, read the displayed
message carefully for an explanation. Possible errors are:
• A license error due to too many open sessions.
• Paths are not properly configured in the iPlan Net configuration file.
• The user does not have sufficient access rights in the applications folder.
• In a load balancing environment: Identical server hardware
must be installed. All installed applications must be on the
same installation path and the configuration files on both
servers must be identical.
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FAQ

Suggestion

My application only starts correctly on one server.

Verify that the applications are installed identically on all servers in the farm. The application folder must have sufficient access rights on all servers.
The iPlan Net configuration file must also be identical on all
servers.

After clicking on an application
button, a certificate warning is
displayed.

Read the details in the warning dialog. Possible reasons for
this warning are:
• The common name in the certificate is not the same as the
web server name. The configured server name in the iPlan
Net configuration file must be the same as the “common
name” in the certificate. Contact Brainlab support to change
either the server or common name. The client must be able
to resolve changed server names via DNS or host file.
• There is a missing link in the list of Certification Authorities.
Connect the client to the internet to update the Certification
Authorities.
• Certificate is outdated and must be renewed. Contact Brainlab support for a certificate renewal.

Session Sharing and Data Transfer
FAQ

Suggestion

I want to export data to or import data from my local drive or
USB flash drive, but I do not
see the local drives.

Make sure that the USB flash drive is plugged in before starting the remote session.
In the Remote Desktop Connection dialog, make sure you
have enabled the checkbox to export to local drives (page 22).
Verify that the user has access rights to read and write on the
network drive.

After starting a session, I am
not able to map network drives
containing patient data.

When starting Session Sharing, the target does not connect automatically.
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Try to access the network drive via the Universal Naming Convention (UNC) path (\\<servername>\<ShareName>).
Sometimes the logon script that maps a network drive to a
drive letter is too slow. Configure the drive mapping in the
iPlan Net configuration file so that the software maps the drive
each time a session is started, instead of the logon script.
Possible causes are:
• Domain policies have overwritten local terminal server configurations.
• The user of the target session did not accept the sharing request.
• In a load balancing environment: Firewall has blocked the
sharing request to the session on the other server. The target session is then disconnected.
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SSL Certification When Using Different Web Browsers
FAQ

Suggestion
Possible solutions:
Verify Browser/ OS compatibility (see page 16)
Create a Self signed certificate based on local internal settings

I receive a security certificate
warning when opening a session in Google Chrome

I receive a security certificate
warning when opening a session in Firefox

Firefox contains a separate certification list outside of the OS
you are using. You need to add the domain to the list manually.
Do this either by using: e.g iPlannet. (name only) or FQDN
(iPlannet.<domain>.com)

SSL Certification When Using Tablets
FAQ

Suggestion

I receive a security certificate
warning when opening a session in Google Chrome

Possible solutions: If the iPlan Net server is using a self-signed certificate, make sure the CA (Certification Authority) is
known to the client computer checking the local computer certificate store (Trusted Certification Authorities).
Note: Even when using a valid self-signed certificate Google
Chrome will always show a warning if the Certificate does not
include a server name which is FQDN (Full Qualified Domain
Name) compliant.

FAQ

Suggestion

The Browser/ OS compatibility
could not be verified in Safari
for Windows.

This configuration has not been fully tested.
For the best user experience use Internet Explorer with Windows.

Safari for Windows
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Printing in HTML5
FAQ

Suggestion

You need to select ERICOM AccessNow Printer from the list
I am unable to print when using of available printers.
an HTML5 connection.
If this option is unavailable, please contact Brainlab support.
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