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GENERAL INFORMATION

1.1

Contact Data

Support
If you cannot find information you need in this guide, or if you have questions or problems, contact
Brainlab support:
Region

Telephone and Fax

Email

United States, Canada, Central Tel: +1 800 597 5911
and South America
Fax: +1 708 409 1619

us.support@brainlab.com

Brazil

Tel: (0800) 892 1217

brazil.support@brainlab.com

UK

Tel: +44 1223 755 333

Spain

Tel: +34 900 649 115

France and French-speaking
regions

Tel: +33 800 676 030

Africa, Asia, Australia, Europe

Tel: +49 89 991568 1044
Fax: +49 89 991568 811

Japan

Tel: +81 3 3769 6900
Fax: +81 3 3769 6901

support@brainlab.com

Expected Service Life
Software updates and field support are offered for five years of service for this product.

Feedback
Despite careful review, this user guide may contain errors. Please contact us at
user.guides@brainlab.com if you have improvement suggestions.

Manufacturer
Brainlab AG
Olof-Palme-Str. 9
81829 Munich
Germany
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1.2

Legal Information

Copyright
This guide contains proprietary information protected by copyright. No part of this guide may be
reproduced or translated without express written permission of Brainlab.

Brainlab Trademarks
The following are registered trademarks of Brainlab AG in Germany and/or the US:
• Brainlab®
• iPlan®
• Brainlab Elements®

Non-Brainlab Trademarks
• Microsoft®, Windows®, Active Directory®, ActiveX® and Internet Explorer® are trademarks of
Microsoft Corporation, registered in the US and other countries.
• Mozilla Firefox® is a trademark of Mozilla Foundation, registered in the US and other countries.
• Apple™, iPad®, Mac® and macOS®, are trademarks of Apple Inc., registered in the US and
other countries.
• Android™ is a trademark of Google Inc., registered in the US and other countries.
• iOS™ is a trademark or registered trademark of Cisco in the US and other countries and is
used under license.

Patent Information
This product may be covered by one or more patents or pending patent applications. For details,
see: www.brainlab.com/patent.

Integrated Third-Party Software
This software is based in part on the following work. The full license and copyright notice can be
found at the links below:
• Xerces C++ 3.1.1, developed by the Apache Software Foundation (http://xerces.apache.org/
xercesc/)
• libtiff 4.0.4 beta (http://www.libtiff.org/misc.html)

DICOM Conformance
DICOM conformance statements can be found on the Brainlab website at: www.brainlab.com/
dicom.

Sales in US
US federal law restricts this device to sale by or on the order of a physician.
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1.3

Symbols

Warnings
Warning
Warnings are indicated by triangular warning symbols. They contain safety-critical
information regarding possible injury, death or other serious consequences associated
with device use or misuse.

Cautions
Cautions are indicated by circular caution symbols. They contain important information
regarding potential device malfunctions, device failure, damage to device or damage to
property.

Notes
NOTE: Notes are formatted in italic type and indicate additional useful hints.
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Using the System

1.4

Using the System

Indications for Use
The intended use is to access both HTML5 or WPF Elements or legacy software on a single
platform. No treatment planning, nor treatment, nor diagnosis can be performed solely with Origin
Server 3. Hence, Origin Server 3 is released as a non-medical product.

Intended Audience
This user guide is intended for surgeons and their staff using Origin Server.

Plausibility Review
Warning
Before patient treatment, review the plausibility of all information input to and output from
the system.

8
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1.5

Compatibility with Medical Devices and Software

Compatible Brainlab Medical Software
Only Brainlab medical software specified by Brainlab may be installed and used with the system.
Contact Brainlab support for clarification regarding compatibility with Brainlab medical software.

Non-Brainlab Software
Prerequisites for Origin Server are:
• Windows 7 or higher or newer Microsoft platforms
• Internet Explorer version 11 or later
Origin Server is compatible with Windows Server 2012 R2 and Windows Server 2016. For
information regarding compatible service packs, please contact Brainlab support.

Other Non-Brainlab Software
Origin Server could affect the functionality of the following:
• Access Gateway
• Internet Information Service (IIS)
• Node.js applications
• Remote Desktop Services
If you are unsure of a software’s compatibility, contact Brainlab support.

Virus Scanning and Malware
Brainlab recommends protecting the system with state-of-the-art anti-virus software.
Be aware that some malware protection software (e.g., virus scanner) settings can negatively
affect system performance. For example, if real-time scans are performed and each file access is
monitored, then loading and saving patient data may be slow. Brainlab recommends disabling
real-time scans and performing virus scans during non-clinical hours.
Warning
Ensure that your anti-virus software does not modify any Brainlab directories, specifically:
• C:\Brainlab, D:\Brainlab, F:\Brainlab, etc.
• C:\PatientData, D:\PatientData, F:\PatientData, etc.
Warning
Do not download or install updates during treatment planning.
Contact Brainlab support for further information regarding any of these issues.

Microsoft Security Updates for Windows and Driver Updates
Brainlab allows the installation of security patches only. Do not install service packs and optional
updates. Verify your settings to ensure updates are downloaded and installed correctly and at a
suitable time. Do not update drivers on Brainlab platforms.
See the Brainlab website for more information about settings and a list of Microsoft Security
Updates blocked by Brainlab support.
Address: www.brainlab.com/updates
Password: WindowsUpdates!89
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Updates
Warning
Updates to the operating system (hotfixes) or third-party software should be performed
outside clinical hours and in a test environment to verify correct operation of the Brainlab
system. Brainlab monitors the released Windows hotfixes and will know, for some updates,
if problems can be expected. Contact Brainlab support if any problems to operating system
hotfixes are encountered.

Related Links
2.2 Minimum Requirements on page 14
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1.6

Training and Documentation

Reading User Guides
This guide describes complex medical software or medical devices that must be used with care.
It is therefore important that all users of the system, instrument or software:
• Read this guide carefully before handling the equipment
• Have access to this guide at all times

Available User Guides
NOTE: Available user guides vary depending upon the Brainlab product. If you have questions
regarding the user guides you received, please contact Brainlab support.
User Guide

Contents

Software User Guides

• Overview of treatment planning and image-guided navigation
• Description of OR system setup
• Detailed software instructions

Hardware User Guides

Detailed information on radiotherapy and surgical hardware, typically defined as large complex instruments

Instrument User Guides

Detailed instructions on instrument handling

Cleaning, Disinfection and
Sterilization Guide

Details on cleaning, disinfecting and sterilizing instruments

System User Guide

Detailed information on system setup

Technical User Guide

Detailed technical information on the system, including specifications and compliances

System and Technical User
Guide

Combines the contents of the System User Guide and the Technical User Guide.

Brainlab Training
Before using the system, Brainlab recommends that all users should participate in a training
program held by a Brainlab representative to ensure safe and appropriate use.

Responsibility
Warning
This system solely provides assistance to the surgeon and does not substitute or replace
the surgeon's experience and/or responsibility during its use. It must always be possible
for the user to proceed without the assistance of the system.
Only trained medical personnel may operate system components and accessory instrumentation.

Abbreviations
The following abbreviations are used in this section:
• DNS: Domain Name System
• ICMP: Internet Control Message Protocol
• SSL: Secure Sockets Layer
• FQDN: Fully Qualified Domain Name
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GETTING STARTED

2.1

Accessing Origin Server

Access Information

Figure 1
Origin Server provides access to planning software via your web browser.
The standard access URL takes the fully qualified domain name (FQDN) as a basis:
https://<FQDNserver>.<hospitaldomain>
However, the access URL may vary based on customer specifications.
Origin Server allows other Brainlab applications to connect to the hospital PACS system.
This way, only one Brainlab-specific DICOM node needs to be entered in the PACS system
and the overall query/retrieve configuration for Brainlab applications is simplified. Only
Brainlab applications can connect to this service.
If you wish to further restrict access to the hospital PACS system for Brainlab applications
(e.g., enter each Brainlab application as a separate DICOM node or restrict access to
certain machines), please contact Brainlab support.

Client Variations
Screenshots and how-to information presented in this user guide may vary from your specific user
experience. Countless variations are possible depending on your order, Windows version, web
browser type and version, server configurations, etc.
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2.2

Minimum Requirements

Client Computer Requirements
Origin Server requires a computer with internet connection and mouse. The client computer must
also meet the following minimum requirements:
Requirement

Minimum

Operating System

Windows 7 or newer Microsoft platforms

RDP

7.0 or later

Web Browser

Internet Explorer version 11.0 or newer

Display

Resolution of client display: 1280 x 1024
• With most browsers, scrollbars appear if used on a display with a lower
resolution
• A vertically aligned monitor with a minimum screen resolution width of
1024 pixels is also supported
• The maximum supported screen resolution (as defined by the RDP 6.0)
is 4096 x 2048
Recommended color depth: 32 bit
Minimum color depth: 24 bit
NOTE: A client computer using a monitor with color depth lower than 24
bit can still be used. The user will see a warning message with information regarding the low color depth.

CPU Frequency

1 GHz (for optimal graphics performance, we recommend using frequencies higher than 1 GHz)

Network Connection Requirements
Accessing applications via an Origin Server remote session requires a good network connection
to enable optimal usability of the application.
The requirements only define the downstream connection, which is required for good usability of
the remote application access. They do not consider data transfer from the client workstation to
the server platform.
Access

Minimum value

Recommended value

Local Area Network
(LAN)

10 Mbit LAN, less than 20ms latency

100 Mbit LAN, less than 20 ms latency

Internet

1.5 Mbit (downstream), less than 4 Mbit (downstream), less than 50 ms
100 ms latency
latency

Operating System and Terminal Service Client Requirements
When using Internet Explorer to access the server platform and start remote applications on the
platform, ActiveX controls need to be enabled. If this is not available, the client Windows
workstation requires the following to access applications via RDP over the Origin Server portal:
• Microsoft Terminal Service Advanced Client, version 6.3 or newer and register the ActiveX
component on the client OS
• Windows 7, Windows 8/8.1 or Windows 10

14
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2.3

Monitor Resolution and Color Depth

Default Monitor Resolution
When using two or more monitors with Internet Explorer (e.g., a laptop with an external monitor
attached), monitor resolution is determined by the primary monitor. Even if the browser is opened
in the secondary monitor, the remote session is established via ActiveX using the resolution of the
primary monitor.
If you are using a setup with two monitors with different screen resolutions, Chrome or Firefox are
recommended because the resolution of the monitor in use is recognized and used.
NOTE: Ensure your monitor is set to 100% for the resolution setting (Windows: Control Panel > All
Control Panel Items > Display) on your client computer.

Vertically Aligned Monitors
Vertically aligned monitors with a minimum width of 1024 pixels are supported.

Low Color Depth
If you are using a monitor with a color depth lower than 24 bit, a warning appears indicating that
color depth is too low.
It is possible to open applications; however, performance may be affected.

Maximum Screen Resolution
A maximum screen resolution of 4096 x 2160 pixels (4K) is supported.
You can manually define the monitor resolution as an input parameter in the server platform URL.

How to Remove Scrollbars
If your application opens in a full screen with scrollbars, you can eliminate the scrollbars by
manually entering a lower monitor resolution in the URL.
Step
1.

Enter the monitor resolution at the end of the login URL before logging in.
For example, to use a monitor that is 1280 x 1024 pixels, you would enter the following
URL:
https://<yourservername>/login.aspx?
ScreenResX=1280&ScreenResY=1024
• ScreenResX= identifies the screen width.
• ScreenResY= identifies the screen height.

2.

After entering the URL, the new resolution values are displayed in Client Check.
If scrollbars still appear after entering new resolution values, try again with lower values.
The actual required values may vary, as every client configuration is different.

NOTE: This does not apply if the application has a minimum resolution requirement that is higher
than the manually specified one (indicated by a red asterisk on the application button).
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2.4

Browser and Security Settings

General Information
To access the Origin Server web page and start Brainlab applications, the correct web browser
and security settings must be set.
When using Internet Explorer with the RDP ActiveX component configured, users start the
application remotely on the server by selecting the required application button. The remote
application starts immediately, using the user credentials required to log in to the server.
For web browsers that do not support the RDP ActiveX component, the HTML5 client or RDP is
used. Users can start the application remotely on the server by selecting the application button.
NOTE: USB flash drives are not recognized when used with an HTML5 client.
For RDP, the user needs to enter their user name and password in order to log in to the server.
This is a known limitation with the RDP method.

How to Verify Internet Explorer Settings
Step
1.

In the Internet Explorer Tools menu, select Internet Options.

2.

Select the Security tab.

3.
In the web zones icon list, select the Trusted Sites icon.
4.

Add the Origin Server URL to the list.

5.

Return to the Trusted Sites icon to configure the ActiveX settings.

6.

Select the Custom level... button.

7.

Select the following options in the settings list:
• Download signed ActiveX controls: Enable or Prompt
• Run ActiveX controls and plug-ins: Enable
• Script ActiveX controls marked safe for scripting: Enable

16
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How to Verify Security Settings
If your computer uses personal firewall software, test your security settings.
Step
1.

Add the Origin Server URL (server name or IP address) to the list of trusted sites.

2.

For all types of security software, ActiveX controls must not be blocked.

3.

If possible, grant the Origin Server site the right to download and run ActiveX controls.

Certificate Warning
When accessing the Origin Server URL, you may receive a security certificate warning.

Figure 2

Step
To proceed, select Continue to this website (not recommended).
The Origin Server portal opens.

ActiveX Security Warning
Depending on your ActiveX security settings, you may receive an Internet Explorer ActiveX
information prompt.
Step
1.

If prompted, select Yes and follow the steps.
A security warning pop-up appears.
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Step
2.

Select Yes to continue to the Origin Server portal.
3.

Alternatively, you may see an Internet Explorer – Security Warning dialog.
Select Install and proceed as prompted.
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2.5

Web Browser Requirements

Web Browser Requirements for RDP
For accessing the web portal via RDP, any browser that supports javascript can be used. This is
possible via ActiveX, RDP file, or HTML5 (also known as Ericom AccessNow).
Depending on the operating system, browser version, and your server platform settings, some
web browsers cannot access the whole functionality of the server platform.
The supported web browser depends on the server software configuration. According to the
current configuration, the Client Check page must display whether the browser is supported or
not.
Web browsers other than Internet Explorer do not support the RDP ActiveX component.
Therefore, other browsers will use RDP files or the HTML5 client. The applications are started
immediately using the same user credentials needed for log in.
To open RDP files, use the "open with" function.

Working with Browser Add-Ons
Browser add-ons might prevent working with Origin Server and installed software. It is
recommended to use web browsers without any add-ons.

Compatible Browsers
These browsers can display the web pages on the portal:
• Microsoft Edge version 25 or newer
• Microsoft Internet Explorer version 11 or newer
• Mozilla Firefox version 56 or newer
• Google Chrome version 61 or newer
• Safari version 9 or newer

Figure 3
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3

USING ORIGIN SERVER &
ACCESSING
APPLICATIONS

3.1

Origin Server Portal

General Information
Provide your credentials to log in to Origin Server.
Origin Server allows you to:
• Select a server or domain (if required)
• Change users without logging the Windows user out

Screen Layout

②

①

④

③
Figure 4

No.
①

Component

Function

Credentials

Log in or change users
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Origin Server Portal

No.

Component

Function

②

AUTO LOGIN

Quick log in once your credentials are in the system

③

Brainlab logo

Find support numbers and basic information about Origin
Server

④

CLIENT CHECK

Verify if connection requirements are met and access user
guides

Login Options
Options
• If the server is integrated into your network’s Active Directory, select AUTO LOGIN to use your
network credentials and single sign-on. This option is not available for standalone servers.
Contact your IT administrator for server integration.
• You can also log in using another user name by selecting Use other login credentials.
• If required, choose a domain from the Log in to: drop-down list. This enables you to choose
between networks (e.g., hospital network, department network, or local machines).
• Your IT administrator can set this up or contact Brainlab support for further details.

How to Log In to the Origin Server Portal

RADIOLOGY

①
②

Figure 5

Step
1.

Enter the relevant URL to access Origin Server.

2.

Enter your user name and password in the fields provided.

3.

If necessary, select a domain from the drop-down list ①.
NOTE: This also supports trusted domains for authentication. This needs to be configured
in the settings file. Contact Brainlab support for more information.

4.

22

Select LOGIN ②.
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Step
NOTE: If your session expires, you are required to log in again.
NOTE: You can change users without manually logging the Windows user out. The procedure is the same as your initial login.
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3.2

Basic Software Functions

Screen Layout

②

③

④⑤

⑥

①

Figure 6
After logging in, a number of functions are displayed:
No. Button

Function

①

Select a patient

②

Find support information and view basic Origin Server software information

③

View system monitor
View, download or delete screenshots
NOTE: Only displayed if an iPlan Application option is available.

Manage user sessions on the Session Manager page (administrators
only)

24

④

Begin Session Sharing, if your user settings allow

⑤

Verify if connection requirements are met with Client Check and access:
• Origin Server User Guide
• Relevant iPlan or Elements user guides
• Resource files
• Links to client software updates

⑥

Log out of the Origin Server session
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About System Monitor

①

②

③

④

Figure 7
System monitor displays the load on the system at any given time. Click on the load arrow icon ①
to open the dialog.
• Server Workload ② provides information about server load and speed.
• Sessions: ③ displays how many sessions are currently in use and user names for each
session.
• Background Processes ④ shows applications that actively load the server. While foreground
applications usually do not consume high CPU, background processes do when active.
The color of the load arrow icon indicates the average system load value. The standard
configuration is:
• Below 60% (green): No waiting time
• 61-90% (yellow): Some waiting time or a lag in applications could occur
• Above 90% (red): Using the system for time-critical tasks not recommended
NOTE: Percent values can be configured based on user feedback. Contact Brainlab support for
more information.

About Screenshots
Select the Screenshots icon to view any screenshots accessible to you with your login via Origin
Server. All screenshots are displayed with their basic file properties.
Screenshots created using Content Manager, Patient Browser and DICOM Viewer can only be
viewed using DICOM Viewer and do not appear under Screenshots.
NOTE: Various treatment-related content (e.g., in .pdf and .txt format) is also available under
Screenshots.

Software User Guide Rev. 1.0 Origin Server Ver. 3.1

25

Basic Software Functions

Screenshot Options

Figure 8

Options
To view a file, select either:
• The file name
• The screenshot thumbnail
NOTE: No thumbnails are displayed if image files are not available.
Select to delete a screenshot.
NOTE: File deletion cannot be undone.
Select to download a screenshot.
• If you select Save, you are prompted to define where to save the file.
• If you select Open, the screenshot will open in your local default image
viewing program.
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About Client Check

①

②

③

④

No. Heading

Description

①

Client Check

Reports whether your browser and connection meets requirements
to connect to the server. For each value, the result shows whether
it is:
• Within requirements
• Not recommended
• Below minimum requirements
If the client computer does not meet requirements for a certain value, the software displays the recommended value.
If you have difficulty connecting, review this page to correct the
problem.
Review Origin Server minimum requirements for more information.

②

System Information

Information about your client system

③

Resources

• User Guide PDFs available for download
• Setting files available for download
NOTE: Configured by Brainlab service. Contents shown here may
vary from your user experience.

④

Contact Brainlab
Support

Contact Brainlab support

Software User Guide Rev. 1.0 Origin Server Ver. 3.1

27

Basic Software Functions

Client Check Icons

Figure 9
If the client computer does not meet requirements for a certain value, the software displays the
recommended value and a warning symbol.
Icon

Description
Checking requirement: Result will be displayed shortly.

Requirement OK: Connection requirement is sufficient.

Requirement insufficient: Usability may be affected.

Connection Quality
CONNECTION: provides information about connection quality between the server and the client
computer (e.g., download speed and response time), and provides the basis for performance.
Check this value if you experience performance problems.

28
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Contacting Brainlab Support

Figure 10
Select Contact Brainlab Support to:
• Contact Brainlab support directly by using the phone numbers provided
• Send an email to Brainlab by filling in the fields and selecting SEND EMAIL
• Create a PDF containing information about your client system for use by IT support by
selecting Download Client Information
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3.3

Accessing Applications

Background
After you log in, you can access applications on Origin Server from the home screen.
You can open Brainlab Elements, use Brainlab software and access patient data via HTML5 or
access iPlan via RDP.

Applications

④

⑤

③

②

①

Figure 11

No.
①

Start an iPlan session

②

Open Tools

③

Open Selected Patient to choose or change patient

④

Access DICOM Viewer under Quick Viewing

⑤

Open Brainlab Elements for planning
Access administrative tools if you have administrative rights

NOTE: The home page can also be configured to display different headers or sections, as
required.

Availability of Applications
Available applications may vary depending on user permissions and the license status. When an
application is not available, the corresponding button is not displayed.
The number of RDP sessions is different and usually limited to three per server. If all RDP
sessions are in use, a license notification is displayed when trying to start an additional RDP
session.
The Origin Server home page processes the server platform license and displays:
• The license status
• An error if the server platform license query failed
30
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Client Variations
Screenshots and how-to information presented in this user guide may vary from your specific user
experience. Countless variations are possible depending on your order, Windows version, web
browser type and version, server configurations, etc.

How to Open an Application Using an RDP File
NOTE: The preferred connection type for Internet Explorer is ActiveX. For other browsers, HTML5
is preferred. RDP is recommended when these options are not available.
When using Internet Explorer with a configured RDP ActiveX component, users can start iPlan or
Brainlab Elements remotely by selecting the application button displayed on the Origin Server
home page. Remote applications are started immediately using the same user credentials used
for log in.
Step
1.

Select the desired application.
An Open/Save dialog appears:

2.

Select Open with and then select OK. Windows automatically selects the program with
which to open the application.
3.

If the Remote Desktop Connection dialog opens, verify that the “Remote computer” is
correct (e.g., yourcomputer.net).
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Step
4.

Select Connect.
Your selected application opens.
NOTE: Activate check boxes to ensure necessary access by the remote computer (e.g.,
for exporting plans).

5.

A Remote Desktop Connection Verification dialog opens. Verify you wish to connect.

6.

Select OK. Your application opens.

If you do not want this dialog to pop up, see ActiveX settings recommendations.

Full Screen Mode

①

Figure 12
Applications automatically open in full screen mode. To move the application to a different monitor,
click Restore Down ① on the connection bar to display it within the browser.
After moving the browser to the other monitor, you can return the application to full screen mode
by pressing the key combination: Ctrl +Alt + Break.
NOTE: This is valid for ActiveX and RDP connections only. HTML5 connections open directly in
the browser and can be moved easily.

Session Roaming
You can view the same session from different devices. To do this:
• Log in to the server on one computer (e.g., your normal computer), and leave the session open
(i.e., do not log out).
• Log in to the server on another client (e.g., iPad) before a predefined period of time has
elapsed (e.g., 15 minutes by default).
Your original session on the first client is opened in the new client, with the same view, including
the chosen patient, opened dataset, and layout in the applications.
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3.4

Remote Session Information

General Information
A remote session via RDP on Origin Server can only be established by opening one of the
applications in the Origin Server portal. This guarantees the correct connection settings
necessary for iPlan or Brainlab Elements software.
When opening an application from a second client, while an active session with the same
application and user exists elsewhere, the previous session is disconnected and displayed on the
new client. The user on the first client is notified of the disconnection on the Origin Server portal.

Before Opening an Application
Users can open multiple applications simultaneously. However, per user, only one session per
application is possible.
If you are using a device without a keyboard (e.g., a tablet PC), and keyboard input is required
during planning, enable the Windows On-Screen keyboard before opening the iPlan or planning
application.

Security Warning
When opening a session, the Remote Desktop Connection warning may appear.
Depending on your browser's ActiveX security settings, you may be prompted to confirm the
connection of your local disk drives to the remote computer.
NOTE: It is not necessary to connect your local disk drives to the remote computer if you do not
wish to export a treatment plan. In this case, you may disable the corresponding check mark in
the Remote Desktop Connection dialog.
NOTE: During an HTML5 connection, exporting is only possible to a network folder/drive that is
configured on the server. Drives on the client (hard disk, USB, network drives) are not accessible.
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3.5

Performance Optimization

Optimizing Performance
Performance can be improved by conserving server resources and optimizing your registry
settings.

Server Resources

①

②

Figure 13
The recommended method of closing an application is by using Exit within the Brainlab Elements
① or iPlan ② menu.

Server Resources and Roaming

①

Figure 14
If you close an application by selecting X ① on the web browser bar or the Origin Server
connection bar, the session remains active and continues using server resources. Using the same
login, you can then access the same session later (e.g., from another client).
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This can be convenient; however, to avoid blocking server resources, do not use the X unless you
plan to promptly continue your session. The recommended method of closing an application is via
Exit Application or Exit in the Brainlab Elements or iPlan menu.
Each application has a set idle timeout. An application is terminated after the set idle time has
passed where the session was in a disconnected state.
NOTE: Idle time is optional and configurable. Contact Brainlab support for more information.

How to Optimize Intranet or Internet Registry Settings
To optimize your settings for intranet or internet usage, install the corresponding registry file. This
increases performance speed by limiting the number of colors available and using the default
update interval for mouse movement.
Step
1.
Select the Client Check.
Client Check opens.
2.

Under Resources, select and install the relevant registry file:
• Optimized Settings for fast network connections (intranet)
• Optimized Settings for slow network connections (internet)

Registry Settings Security Warning

Figure 15
Registry settings are not critical to security as they only serve to adjust mouse movement
response and color availability.
NOTE: Registry setting warning messages are browser specific. User experience may vary from
what is shown here.
Step
Select Save File to install the registry file.
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3.6

Session Sharing

Using Session Sharing
With Session Sharing, two Origin Server users can share a session, enabling collaboration on a
treatment plan. Both users have full access to all software features.
NOTE: Before sharing a session, consider that both users have access to the software's full
functionality during Session Sharing.

How to Share a Session

Figure 16

Step
1.
Select Session Sharing from the Origin Server home page.
The Session Sharing dialog opens.
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2.

Select a session and then select Join Session.
The session owner receives a remote control request.

3.

To accept session sharing, the session owner must select Yes.
The session opens. Both users can use the application simultaneously and see all steps
performed by the other user.
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NOTE: The guest user has full interactive access to the software on the target system while the
session is active.

How to Leave a Session
Step
To leave a shared session, select the disconnect button at the bottom right
of the screen.
The application does not close; you have only exited the shared session.
NOTE: Disconnecting does not interrupt the planning or viewing session, only the sharing.
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3.7

Troubleshooting

Troubleshooting Origin Server
The following are typical problems users experience with Origin Server and how to solve them.

Unauthorized User

Figure 17
If this warning is displayed, your credentials are not authorized to access the platform.
Contact your IT administrator to add you to the Active Directory group or the Origin Server
system database.

How to Configure Firefox for Single Sign-On
Step
1.

In Firefox enter about:config. When the warning is displayed, select the button to accept.
2.

Type network in the search box.
Set the value example.net in:
• .negotiate-auth.delegation-uris
• .negotiate-auth.trusted-uris
• .automatic-ntlm.trusted-uris
Now all servers in *.example.net are enabled for Windows Integrated Authentication.
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All Sessions in Use

Figure 18
If this warning is displayed, all concurrent sessions are in use. This means you must wait until a
user closes a session. You can also contact Brainlab about upgrading the concurrent session
amount.

Requirements not Fulfilled

Figure 19
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If this screen is displayed, it indicates that your computer does not meet minimum requirements.
Select Show the Client Check to show which requirements are not being met.

Certificate Warning

Figure 20
When accessing the Origin Server URL, you may receive a security certificate warning. This
indicates that you are using an untrusted certificate.
Options
To proceed, select Continue to this website (not recommended). Origin Server opens.
Alternatively, install a local root certificate on the machine:
• Download the certificate
• Double click on the certificate to install it

How to Solve Black Screen on Apple Mac/iPad
If you see only a black/gray screen when you log in with MacOS or iOS, the (hospital’s) selfsigned certificate is not installed correctly.
Step
1.

Log in to the device as administrator.

2.

Download the trusted root certificates.
Alternatively, send the certificates via email or use a cloud storage.

3.

Select the downloaded file and install it.

4.

Confirm the warning message and select Install Now.

5.

Select Done to exit the Profile Installed screen.

6.

To turn on SSL trust for the certificate, go to: Settings > General > About > Certificate
Trust Settings. Enable Full Trust for Installed Root Certificates.

Related Links
7.5 Trusting the Certificate on Clients on page 67
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ADDITIONAL
FUNCTIONALITY

4.1

Use with Tablet Devices

Using Origin Server with Tablets
Origin Server enables tablet connectivity based on the HTML5 standard. The web browser used
on the tablet device must fulfill this standard in order to be able to establish a connection.
You must connect to Origin Server using a web browser on your tablet.
NOTE: Tablet use should be for information only and not used for any diagnostic planning
purposes.

Compatibility
Origin Server is compatible with:
• HTML5 compatible browsers
• iPad iOS 7.0 and higher
NOTE: It is recommended to use Safari on the iPad for full-screen functionality.
NOTE: Other compatible versions may become available after the release of this user guide. For
compatibility questions, contact Brainlab support.

Tablet Recommendations
When using Origin Server on a tablet, it is recommended to:
• Use a browser with full-screen capability
• Refer to the manufacturer’s user guide

Touch Controls on the iPad
Brainlab Elements running on iPad do not support multi-finger gestures. Therefore, if you want to
zoom the images, use the zoom button and then move your finger up or down.
You need to touch the screen for approximately 1-2 seconds before touch gestures are transferred
to the application (e.g., select scrolling, touch the screen for approximately 1-2 seconds, then
scroll).
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How to Install a Shortcut on an iPad

②

③

④

①

Figure 21
For optimized viewing, Brainlab recommends viewing Origin Server in full screen mode.
Add the server URL to the Home Screen to ensure that Origin Server opens each time in full
screen mode.
Step
1.

Open Safari and enter the server URL.

2.

Log out to show the LOGIN page.

3.
Select ② to open the dialog.

4.

Select Add to Home Screen ①.
The Add to Home dialog opens.

5.

Select Add ③ from the dialog.
An icon is added to your Home Screen ④.

How to Access Origin Server from the Home Screen
Step

Start Origin Server by selecting the icon you created from the Home
Screen.
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Starting iPlan
It is recommended to use a browser with full-screen capability when viewing Origin Server.

①
Figure 22

Step
Toggle between the full and standard screen by using the icons on the screen ①.
NOTE: Exact viewing functionality is browser dependent and the chosen application may not
always fit exactly to the size of the screen.
NOTE: Do not navigate backward and forward in the browser during surgery planning.
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Keyboard Access

Figure 23

Step
To open the touch keyboard, tap three fingers on the lower part of the touch screen.

How to Start Brainlab Elements on iPad

①

②
Figure 24

Step
1.

44

To start, select Brainlab Elements.
The software opens automatically.
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Step
2.

The welcome screen is bigger than the iPad’s physical screen ①. After starting a Brainlab
Element, use pinch-to-zoom to zoom out the application view to fit the iPad ②.
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4.2

Data Transfer and Export

Data Transfer
Use iPlan or Brainlab Elements to import data from the DICOM format.
Define as many destination archives as necessary and assign them different locations within the
patient folder.
NOTE: Only users with administrative rights can modify PatXfer archives. Changes made to
PatXfer settings by normal users are not saved after logout.

Data Export
Users can define the export location and then export the treatment plan to a storage medium
(e.g., USB flash drive) or to the hard drive on the client computer using iPlan or Brainlab
Elements.
• At least one export location must be defined for the target platform (e.g., Curve, Kick, Buzz).
• With an HTML5 connection, it is not possible to export treatment plans to a USB flash drive on
the client device. Verify your current mode in the Client Check. You can only use USB drives
when you are using an RDP file or ActiveX mode.
• When exporting to a client computer, ensure that the check boxes in the Remote Desktop
Connection pop-up, which appears upon opening an application, are selected.
NOTE: During an HTML5-RDP connection, exporting is only possible to a network folder/drive that
is configured on the server. Drives on the client (hard disk, USB, network drives) are not
accessible via HTML5. This is only possible in RDP or ActiveX mode. Verify which mode is active
in Client Check.

USB Flash Drives
USB flash drives connected to the client are accessible from the server only when they are
inserted before establishing the remote connection to the server.

How to Export a Plan
Step
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1.

Insert the storage medium to the client computer.

2.

Open iPlan or the required Brainlab Element from the home screen.

3.

Perform your required task.

4.

Select Save and Export in the iPlan Navigator of the planning software.

5.

Select your Export Location from the list in the Export dialog.
NOTE: If the export locations of your computer are not listed, contact the server administrator to enable your computer for treatment plan export.

6.

When export is complete, remove the storage medium from the client computer using the
Windows Safely Remove Hardware function.
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5

ORIGIN SERVER
ADMINISTRATION

5.1

Server Desktop

Functionality and Access
With the Server Desktop function, an administrator can access the server desktop remotely with
full functionality.
NOTE: Administrator tasks cannot be carried out from iOS or Mac devices.

Encrypted Access
Origin Server supports communication over HTTPS. This allows high security standards and
therefore an easier firewall configuration (normally not necessary) when connecting over the
internet.
If the client computer is using personal firewall software, the Origin Server connection (e.g.,
server name or IP address) needs to be added to the list of allowed connections.

How to Access the Server Desktop
Step
1.

Open Session Manager.

2.

Select the server by clicking on the server name.
The remote server desktop opens on the screen.
NOTE: If applicable, select the required server from the list that appears.
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5.2

User Management

Computer Management Dialog

Figure 25
You can add or remove the users allowed to utilize certain Origin Server functions via the
Computer Management dialog.

How to Add a Local User
Step
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1.

Select Server Desktop.

2.

Open the Computer Management dialog:
• Select Control panel in the start menu
• Select Administrative tools
• Select Computer Management

3.

In the left panel, expand the Local Users and Groups branch and click Users.
NOTE: If you are working with a server on a Windows domain, go to step 7.

4.

In the top menu, select Action and then New user.

5.

Enter the user name, a description and password.

6.

In the left panel, expand the Users and Groups branch and select Groups.

7.

In the right panel, double-click on the group to which you would like to add a user.
For example, select:
• BL_OriginAdministrators
• BL_OriginUsers
• Remote Desktop Users
• BL_All
NOTE: Not all users should have administrative rights. Normal users should have access
to iPlan applications and write access to patient folders only.

8.

Select Add and insert all users who shall have the corresponding group rights.
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Step
9.

Select OK to confirm.
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5.3

Domain Groups

Domain Groups
If Origin Server is integrated in a Windows domain, manage users within the Active Directory.
In a typical integration scenario of Origin Server, the following domain groups are mapped in the
local Origin Server groups:
Local Group

Corresponding Domain Group

BL_OriginAdministrators

Hospital Origin Admin Group

BL_OriginUsers

Hospital Origin Users Group

Remote Desktop Users

All Origin Server domain groups are mapped to the local Remote
Desktop Users group

How to Authorize a Domain User
Step
1.

Open Active Directory Users and Computers (e.g., on the domain controller).

2.

Select Users and right-click on the user you wish to authorize.

3.

Open User Properties, then select the Member of tab.

4.

Select Add... and then select the Origin Server user groups for which the user shall have
corresponding group rights.

5.

Select OK to confirm.

How to Remove a User
Step
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1.

In the right panel of the Computer Management dialog, double-click on the relevant
group.

2.

Select the user and select Remove.

3.

Select OK to confirm.
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5.4

Session Manager

Using Session Manager

Figure 26
Session Manager displays a list of all users currently logged into the system. An administrator
can end one of these user sessions if necessary (e.g., the session is not responding).

Load Balancing
When more than one server is in use, Origin Server automatically optimizes performance via socalled load balancing. Server priority is defined in the Origin Server settings.
We recommend using identical hardware and software configurations for all servers in order to
optimize load balancing.
To fine-tune system efficiency, contact Brainlab support.

How to Terminate a Session
Step
1.
Select the Session Manager icon from the home page.
The Session Manager dialog opens.
2.

Select the session you wish to close and select Terminate.
The Session Manager dialog closes.

NOTE: Terminate should only be used in exceptional cases (e.g., when the application does not
respond and must be restarted).
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5.5

Configuring Revocation Checks

Avoiding Delays During Connection
If a client is not connected to the internet and no revocation server is configured by the hospital IT,
you may experience delays when connecting to Origin Server. This occurs because the client
attempts to validate the SSL certificate for the issuer and revocation list. The revocation check
fails and times out without an internet connection, causing a delay of about 15-20 seconds.
To avoid this delay, disable the revocation checks on the client.

How to Disable Revocation Checks

①

Figure 27
Windows has a local group policy for disabling revocation checks.
Step
1.

In the Windows Start menu, select Run and enter gpedit.msc.
The Group Policy dialog opens.
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2.

Under Local Computer Policy, select Windows Settings, then Security Settings.

3.

Select Public Key Policies, then open Certificate Path Validation.
The Certificate Path Validation Settings Properties dialog opens.

4.

In the Network Retrieval tab, deactivate the Automatically update certificates in the
Microsoft Root Certificate Program checkbox ①.

5.

Select OK.
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5.6

Browser Configuration

Trusted Connections

Figure 28
All web browsers verify their security certificates before accessing a remote server. When you see
this message, it could be due to the following causes:
• The certificate has timed out and has to be renewed
• You access the server with the short name, instead of specifying the FQDN as a URL in your
browser
• The certificate was created with an outdated hashing algorithm (should be at least SHA-2) and
your certificate should be renewed
• You use a certificate (e.g., self-signed or self-created certificate authority) that is not trusted by
your client

How to Add a Security Exception for Your Browser
If you wish to ignore the secure connection warning and want to proceed, you can add a security
exception in your browser. If the Active Connection Mode is RDP or ActiveX, you can continue by
performing the following:
Step
1.

Verify that the remote server is correct.

2.

Select I understand the Risks.

3.

Select Add Exception.

4.

Check Permanently store this exception.

5.

Select Confirm Security Exception.

If the Active Connection Mode is HTML5, you have to add two security exceptions.
• The first exception is as described above.
• The second exception must be added to port 8080.
To do this, access the site via the following URL:
https://<servername>:8080
Ensure you confirm the security exception once.

Software User Guide Rev. 1.0 Origin Server Ver. 3.1

53

Browser Configuration

After accepting, an error dialog appears and you are redirected to the portal. From there, you can
continue working normally.
NOTE: Contact your network administrator to change the certificate configuration or for more
information.

How to Create a Desktop Shortcut

①

②
③

https://servername/Appportal/login.aspx?apptype=iPlanRT

④

iPlanRT

Figure 29
You can skip the application start page and start applications directly from the server desktop by
creating shortcuts.
Step
1.

Right-click with the mouse on the desktop and select New.
The extended dialog opens.

2.

Select Shortcut from the extended dialog.
The Create shortcut dialog opens.

3.

Add/copy the full server location.
(e.g., http://servername/Appportal/Login.aspx?apptype=iPlanRT)

4.

Select Next.
NOTE: The name following "apptype=" must be the same as specified in the setting file
settings.xml.
NOTE: Exact server path or location can vary depending on requirements. If in doubt contact your IT department.
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5.

Add a name for the shortcut.
(e.g., iPlanRT)
NOTE: The name must match the application name used in settings.xml.

6.

Select Finish.
The shortcut is created on the desktop.
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5.7

Export Locations

Defining Export Directories
Export directories can be shared through the network so that they are accessible from other
workstations or planning platforms (e.g., Buzz, Curve or Kick).
The following instructions use the export directory as an example of patient data located on
Origin Server. If a file server is used or if the export directory is located somewhere else, please
adapt the path accordingly.
The default location for the patient data is F:\PatientsData\.
Depending on the export type, the target directory is located under the patients' data directory
(e.g., F:\PatientsData\Navigation).
To export using iPlan, at least one export location must be defined for the target platform (e.g.,
Curve). This can be done by starting iPlan and defining a new export node in the planning
software at the export step.
Create one export folder for each target platform.
NOTE: If you are working in RDP via ActiveX or with an RDP file, insert the storage medium into
the client computer before opening iPlan or a Brainlab Elements application.

How to Share Export Directories

SERVERNAME\Navigation

Figure 30

Step
1.

Open the directory properties.

2.

Select Advanced Sharing.
Sharing can also be performed on the higher directory level.
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Step
3.

Set the sharing permissions on the shared folder.
Assign a read-only permission on the folder.
Assign full control permission on the share folder only if necessary.

NOTE: In general, the shared folder can be accessed from other computers on the network using
the UNC path: \\ServerName\ShareName.

56

Software User Guide Rev. 1.0 Origin Server Ver. 3.1

ORIGIN SERVER ADMINISTRATION

5.8

iHelp (Remote Customer Support)

Using iHelp
If requested, Origin Server can be equipped with remote access to Brainlab support. You can
activate this remote access by selecting Start iHelp in the Windows Start menu.
NOTE: If you want to use the iHelp feature, contact Brainlab support. iHelp must be individually
configured for your system.

Start Menu

Once iHelp has been activated, corresponding icons are
shown in the Windows Start menu ①.
Brainlab support can now access Origin Server remotely
(e.g., to perform diagnostics).
NOTE: To deactivate remote access, select Stop iHelp in the
Windows Start menu.

①

How iHelp Works
The iHelp software, installed on Origin Server, pings the iHelp server on port 443 or 17002. Both
are outbound connections whereby port 17002 is faster. With each ping, Origin Server tries to
establish an SSL tunnel.
• To access your Origin Server, Brainlab support first connects to the iHelp server using an SSL
tunnel.
• The iHelp server merges the two tunnels and Brainlab support can access your Origin Server.

Installation Requirements
You do not need to make any changes to your firewall settings (unless you would like to provide
Brainlab support with a faster connection to your Origin Server).
• Provided your firewall already allows internet connections to be made from inside your network,
iHelp will be able to deliver remote assistance.
• To ensure Brainlab support has access, you must start iHelp on your Origin Server.
• No patient data is transferred.
For more information, contact iHelp.support@brainlab.com.
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6

IHE SETUP

6.1

Creating an IHE Link

About IHE
IHE provides a standard for sharing health care information. An IHE link can be used to retrieve
patient data.
Before setting up an IHE link, read the IHE standard: http://www.ihe.net/uploadedFiles/
Documents/Radiology/IHE_RAD_Suppl_IID.pdf
NOTE: If connecting to the system through an IHE link, only the designated patient is displayed.
You cannot search for other patients.

Link Syntax
A link is structured as follows:
https://<location>/IHEInvokeImageDisplay?
requestType=STUDY&AnyParameter=AnyValue& AnyParameter=AnyValue&…
Value

Notes

https://<location>

The IHE server to which you wish to connect

IHEInvokeImageDisplay

Case sensitive

requestType

Case sensitive. Possible values:
• PATIENT
• STUDY

AnyParameter=AnyValue

The parameters available for each type are listed below.

For example:
https://thisnode.brainlab.com/IHEInvokeImageDisplay?
requestType=PATIENT&patientID=033
If a study/patient is not found or does not exist in the PACS, a 404 Not Found error is displayed.

Multiple Parameters
If you want to search for multiple values of one parameter (e.g., multiple StudyUID), you can use
either:
• An IHE standard default method by using a comma to separate the search values, or
• Repeat the parameter and value pairs separated by an ampersand &.
The following example shows how to use these two different methods:
https://desvnode02.brainlab.net/IHEInvokeImageDisplay?
requestType=STUDY&studyUID=1.2.3.4.5.6.7.8.9&studyUID=9.8.7.6&studyUID=.
..
https://desvnode02.brainlab.net/IHEInvokeImageDisplay?
requestType=STUDY&studyUID=1.2.3.4.5.6.7.8.9,9.8.7.6,...
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Parameters for Request Type = PATIENT
This table describes the parameters for the PATIENT request type in IHE link supported by Origin
Server. This table is a partial reference from Table 4.106.4.1.2-1 in the IHE standard.
Parameter

REQ

Description

Notes

R

Identifies the subject of the
studies being requested. Its
value shall include identification of assigning authority.

Shall be formatted as HL7®
CX data type according to
the requirements specified
for the Patient Identity Feed
transaction (see ITI TF-2a:
3.8.4.1.2.3)

patientName

O

Assists in the identification of
the subject of the studies being requested, in case the patientID is unrecognized.

Shall be encoded in the DICOM PN format.

lowerDateTime

O

Used to constrain the earliest
study date/time.

Shall be encoded in the XML
primitive dateTime format.

upperDateTime

O

Used to constrain the latest
study date/time.

Shall be encoded in the XML
primitive dateTime format.

O

The number of most recent
studies to be included into the
response.

Omitting this parameter
means the server will decide
how many or how few results to return.

O

This attribute identifies one or
more modalities being requested, by comma-delimited
DICOM Modality values.

Selects any study that contains a series with any one
of the specified modality values

PatientID

mostRecentResults

modalitiesInStudy

Parameters for Request Type = STUDY
This table describes the parameters for the STUDY request type in IHE link supported by Origin
Server. This table is a partial reference from Table 4.106.4.1.2-2 in the IHE standard.
Parameter

REQ

Description

Notes

studyUID

C

Identifies one or more DICOM
studies being requested

Shall contain a comma-delimited list of Study Instance
UID values.

Identifies one or more DICOM
studies being requested.

Shall contain a comma-delimited list of Accession
Number values. Required if
studyUID is not present.
Shall not be present otherwise.

accessionNumber

C

NOTE: Two additional parameters (diagnosticQuality, keyImagesOnly) are supported by the IHE
standard but not by Origin Server.

Parameters for Request Type = viewerType
It is possible to define a default application that is started with the specified patient. This depends
on the available applications that are installed on the server and the customer-specific setup of
the integration scenario.
Contact Brainlab support for more information.
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7

CREATING A NEW SSL
CERTIFICATE

7.1

About SSL Certificates

General Information
This chapter describes the creation and installation of a new SSL certificate for Origin Server.
Different types of certificates can be installed depending on how the server is used. The following
approaches are suitable for creating an SSL certificate for Origin Server:
• An official certification authority, such as GlobalSign, Thawte, Comodo, EssentialSSL,
Symantec, DigiCert or LetsEncrypt (possibly fee-based)
• A self-signed certificate
• Your own SSL certification authority

Using an Official Certification Authority
Using an official certification authority offers the benefit that configuration is only necessary on the
server.
On the clients, most of the official certificates are trusted automatically (updates via software
updates from the respective operating system). Furthermore, an official certificate is preferable
because of the enhanced security and trustworthiness, in particular if the server is attached to
publicly available networks or the internet.
When applying for a certificate, the certification authority requests certain steps to verify that the
person requesting the certificate is entitled to order a certificate for the respective domain.

Using a Self-Signed Certificate
While an officially signed certificate is preferred because of the enhanced security and
trustworthiness, there might be certain circumstances which require using a self-signed certificate.
For example, a self-signed certificate might be used if the server or the client PC has no internet
connection.
However, some devices or browsers, such as Apple iPad, do not permit a connection to remote
stations when using self-signed SSL certificates. In this case, a certificate from your own SSL
certification authority or an officially signed SSL certificate must be used.

Using Your Own SSL Certification Authority
Self-administrated SSL certification authorities for intranet applications already exist for many
networks. Many of these certification authorities have been created based on Active Directory
Certificate Services or OpenSSL.
Creating your own SSL certification authority is cost-free. However, the effort, time and knowledge
required for setup is higher in the beginning (for the first application) than a self-signed certificate.
The advantage is that the root certificate on the clients has to be entered only on the first intranet
application. Every additional SSL certificate does not require additional adjustment on the clients
as it is already trusted by the root certificate.
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The SSL certificate as well as the root certificate can be distributed automatically via Active
Directory Services (using Group Policies or scripts).

Validity of SSL certificates
SSL certificates have a limited validity period. The responsibility of monitoring the expiration date
lies with the Origin Server server administrator.
When using official certificates, the SSL certification authority usually sends a reminder to a
registered email address three months before the certificate expires. When using self-signed
certificates or your own SSL certification authorities, a deadline reminder should be set up before
the expiration date.

Decision Matrix for the Selection of an Appropriate Certificate
Characteristics / Restrictions
Self-signed certificate

Your own SSL
certification authority

Official certificate
authority

Creation Effort Distribution
Effort

• Certificate has to be
configured on the cliLow
ents
• Unsuitable for iPad
The certification authority has to be set up
on the clients with the
first certificate
• When ordering, authorization needs to
be verified
• Internet connection
required

High

Intermediate

Cost

Intermediate

None

Low

None

Low (only on
the server)

Dependent on
the validity period
and provider approx. €20 - 180
per year

For further questions, please contact Brainlab support.
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7.2

Using an Official Certification Authority

General Information
An official certification authority can provide the creation and lettering of a certificate. Depending
on the certification authority and the certificate type, different work steps must be performed.
This is the typical process from selection until the installation of the certificate:
Required steps

Process

Select certificate

• Select an appropriate certificate (e.g., standard, wild card)
• Determine how the authorization shall be validated (e.g., domain validated, organization validated, extended authorization)
• Determine the validity period

Fill out request

• Fill out the Certificate Signing Requests (CSR): with this digital request, customer-specific attributes must be set (e.g., the fully qualified
server name in the domain, a name of a contact person, email address)
• A CSR can be directly created on Origin Server as well as directly at
the certification authority (auto-CSR)

Verify authorization

• Depending on the provider, there are different mechanisms available
to verify if the applicant is entitled to apply for a certificate for this domain
• With the most common approach, domain validation, an email with a
link is sent to the postmaster of the respective domain

Payment

Download certificate

Install certificate

Different costs can occur depending on the chosen provider, approach
and validity period
• The certificate must be downloaded from the certification authority via
a secured internet connection
• Usually, the certificate is encrypted with a password that can be freely
assigned in the certificate application
The certificate can now be installed on Origin Server

Valid/Recommended Certificates for Origin Server
All certificates of the type TLS/SSL are suitable. These certificates are generally used for
safeguarding web servers.
Origin Server also supports wild card SSL certificates that can be used to safeguard several
servers, sub domains or to even safeguard a whole domain.
In general, only use certificates that were created with, at a minimum, SHA-2 mechanisms and
have a minimum key length of 2048 bit.

Additional Information on Creation and Lettering of Certificates
The providers of official certification authorities offer further technical information via their
websites:
• GlobalSign, Inc: https://www.globalsign.com/en/ssl-information-center
• Symantec Corporation: https://www.symantec.com/page.jsp?id=ssl-information-center
• Comodo Group, Inc: https://sslhelpdesk.com
• GeoTrust: https://knowledge.geotrust.com/support/knowledge-base/index.html
• Thawte: https://search.thawte.de/support/ssl-digital-certificates/index.html
• DigiCert: https://www.digicert.com/security-certificate-support.htm
• Let's Encrypt: https://community.letsencrypt.org/t/frequently-asked-questions-faq/26#topic-title
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7.3

Creating a Self-Signed SSL Certificate

General Information
You can create a self-signed SSL certificate if you have administrator privileges.

How to Create a Self-Signed Certificate
Step
1.

Log in to Origin Server as a local administrator.

2.

Start the Windows PowerShell (right-click on the PowerShell icon and select Run as Administrator.

3.

Execute the following command to create the certificate:
New-SelfSignedCertificate -DnsName "despnode02.brainlab.net" CertStoreLocation "cert:\LocalMachine\My"
NOTE: Change the parameter -DnsName to the FQDN of the Origin Server.
This command creates a self-signed certificate with the hashing algorithm SHA-2.

PowerShell Examples to Export and Import Self-Signed Certificates
Export certificate to a file:

Figure 31
PS C:\> $SelfSignedCert = Get-ChildItem -Path Cert:\LocalMachine\My DnsName "despnode02.brainlab.net"
PS C:\> $mypwd = ConvertTo-SecureString -String "originserverExpOrtPwd"
-Force -AsPlainText
PS C:\> Export-PfxCertificate -Cert $SelfSignedCerorigint -FilePath C:
\Temp\SelfSignedCert.pfx -Password $mypwd
Import certificate from a file (e.g., on a client or a different server):
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Figure 32
PS C:\> $mypwd = ConvertTo-SecureString -String "originserverExpOrtPwd"
-Force -AsPlainText
PS C:\> Import-PfxCertificate -FilePath C:\Temp\SelfSignedCert.pfx cert:
\localMachine\My -Password $mypwd
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7.4

Activating a Certificate For RDP, TS Gateway and
Ericom HTML5

General Information
You require administrator privileges to activate a certificate. The method for activating a certificate
depends on your server configuration.

How to Activate a Certificate
To activate a certificate, perform the following:
Step
1.

Log in to the Origin Server as a local administrator.

2.

With the file browser, open the directory:
%BRAINLAB_PATH%\OriginDeployment\.

3.

In this directory, start the PowerShell script
ChangeOriginServerCertificate.ps1
by right-clicking the mouse and selecting Run PowerShell.
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4.

In the opened Windows PowerShell, choose the certificate from the list that you want to
activate for Origin Server.

5.

Enter the corresponding number of the certificate at Enter selection.

6.

The script configures and activates the selected certificate for Origin Server.
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7.5

Trusting the Certificate on Clients

Manually Installing or Automatically Distributing Self-Signed SSL Certificates
To manually install a self-signed certificate, log in to a client PC with your credentials.
• If one PC is used by several users, the steps must be repeated for every user (Option 1).
• When using many shared client PCs, an automatic distribution per Active Directory policy is
recommended (Option 2).

Related Links
3.7.1 How to Solve Black Screen on Apple Mac/iPad on page 40

How to Manually Install Self-Signed Certificates
Step
1.

Open the web browser (e.g., in Internet Explorer) and enter the web address (URL) of
your Origin Server.
The security certificate warning is shown.

2.

Select Continue to this website (not recommended).
The Origin Server login page is displayed.

3.

Select Certificate error in the browser address bar.
The Untrusted Certificate dialog is displayed.

4.

Select View certificates.
The Certificate dialog is displayed.

5.

Select Install Certificate....
The Certificate Import Wizard starts.
Follow the steps to download the certificate, then select Finish.

6.

A Security Warning is displayed.
Confirm the security exception by selecting Yes.

7.

A message is displayed once the import is complete. Select OK.

8.

Close the browser and then open it again.
The security warning no longer appears and a closed lock symbol should be displayed. If
you select the lock, the certificate status is displayed as OK.

How to Automatically Distribute per Active Directory Policy
Before you can distribute the self-signed certificate to all clients via a domain group policy,
download the certificate from the server. For this purpose, log in to a client connected to Origin
Server and perform the following steps.
Step
1.

Open the web browser (e.g., in Internet Explorer) and enter the web address (URL) of
your Origin Server.
The security certificate warning is shown.

2.

Select Continue to this website (not recommended).
The Origin Server login page is displayed.
Select Certificate error in the browser address bar.

3.

The Untrusted Certificate dialog is displayed.
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Step
4.

Select View certificates.
The Certificate dialog is displayed.

5.

Select the Details tab and then select Copy to File.
The Certificate Import Wizard starts.
Follow the steps to download the certificate, then select Finish.

6.

A message is displayed once import is complete. Select OK.

7.

Close the Certificate dialog by selecting OK.
The exported certificate is displayed on the desktop.

Distributing the Certificate
Once you have exported the certificate, you must copy it.
Options
Connect to the domain controller and open
Group Policy Editor

Import the certificate to:
Computer Configuration > Policies > Windows
Settings > Security Settings > Public Key Policies > Trusted Root Authorities

Register at the domain controller

Log in with sufficient privileges and work with
Group Policy Management

NOTE: When using the default setting Authenticated Users, the policy is applied to all PCs in the
domain.

How to Test a Newly Created or Configured GPO

Figure 33
Changes made to a Group Policy Object take place on a Windows domain controller. The change
is replicated within the Active Directory within 120 minutes of deployment.
If you want to test a newly created or configured GPO from the client side immediately after
creation, use the command gpupdate /force. This triggers the updating process immediately.
Step
Log in to a client and update the policies with the command line:
gpupdate /force
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7.6

Secure Access to the Origin Server Web Portal

General Information
For a more secure connection to Origin Server use encrypted hypertext transfer protocol (https).
After changing the certificate, the Origin Server portal must always be called by its FQDN for
which the new certificate was created.
As an example: https://<servername>
This means that all links must be updated to the new URL.

How to Redirect New URL Addresses to Former Address/Short Name of the Server (Optional)
This section describes the steps to set up a redirection for the Origin Server URL from the URL,
that now includes the FQDN (e.g., originserver.<servername>) to a former address such as
originserver.
Step
1.

Log in to the Origin Server server using RDP as a user with local administrator privileges.

2.

Start the IIS Manager.

3.

Expand the item that belongs to your server (FQDN). Right-click on Sites and choose
Add Website….

4.

In the Add Website dialog:
• Set the Site name/former address (e.g., originserver)
• Set the Physical path (e.g., create directory with Create Folder, or create an empty
folder on your Brainlab path)
• Set the host name (e.g., origin)

5.

Confirm with OK.

6.

In the IIS Manager, right-click on the newly created website (e.g., origin).
• Select Edit Bindings…
• Click Add to create an https binding for origin
• Change the type to https and select the newly created SSL certificate

7.

Confirm with OK.

8.

Select origin again and create a HTTP Redirect in the IIS Manager.

9.

Configure the HTTP Redirect.
Activate the checkbox for Redirect requests to this destination and enter a destination
in the text field.
The destination depends on the FQDN of the server:
• origin is the short server name, <yourdomainname> is the exemplary domain
name
• $S$Q enables parameters (e.g., QuickStartApp) to be preserved during the redirect

10.

On the top of the right-hand column, select Apply.

11.

Test the configuration with the following:
http://origin -> https://origin.<yourdomainname>
https://origin -> https://origin.<yourdomainname>
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TROUBLESHOOTING

8.1

Troubleshooting Information

Intended Audience
The information presented in the Troubleshooting section is directed at server administrators, to
assist with frequently asked questions you may encounter when using Origin Server.

FAQs About Accessing Origin Server
FAQ

Suggestion

After entering the Origin Server URL, the page does not
load.

The URL must be resolved either via a DNS or it must be entered in the local host file on the computer. Ping the server
name and verify that the name can be resolved to an IP address.
There must be a network connection between the client and
server. The server must respond to a ping of the server IP address. In some networks the ICMP is disabled so that a ping
does not go through.
There must be no firewall blocking port 443. Check that you
can connect to port 443 via telnet.

The initial connection to Origin
Server takes a long time
(15-20 seconds). No error or
warning is displayed.

During the SSL connection, the revocation of all certificates
that include root authorities are checked.
If the client has no internet connection, the revocation checks
fail after timing out. To avoid this delay, revocation checks must
be disabled.

When opening the Origin
Server portal, I see a warning
that the certificate is not valid.

In your web browser, click on the lock symbol to view why the
certificate was found invalid. Possible causes are:
• The common name of the certificate does not match the web
server name. Either change the resolved name in the DNS
or host file, or change the certificate on Origin Server (contact Brainlab support).
• There is a link missing in the list of Certification Authorities.
Connect the client to the internet so that the Certification Authorities can be updated.
• The certificate is outdated and must be renewed. Contact
Brainlab support for certificate renewal.
Download and install the certificate file to remove this warning.
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Logging in to Origin Server
FAQ

Suggestion

You must enter a valid domain user or a valid local user in the
User name field. If logging in with a domain user name fails,
I see the Login page but I can- try to log in to your Windows client. There must be no expired
password warning.
not log in.
If you are not able to log in to your local computer, contact your
IT administrator to reset your user credentials.
After logging in, I do not see
any application buttons.

Your account has not been authorized for Origin Server use.
Your account must be added to the OriginUsers group.
If this problem applies to all users, User Management is not
properly configured.

There is a minimum display resolution required by each configAfter logging in, I see a warning ured application.
that screen resolution is not
The session will still start if the resolution is insufficient, howevsufficient.
er you will see scroll bars on the sides of the application. The
display of medical imaging data is not altered or deformed.
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8.2

FAQs About Origin Server Applications

Application Functionality FAQs
FAQ

Suggestion

After clicking on an application The user must be added to the Remote Desktop Users group.
button, the application does not This can be done either directly or via an Active Directory
start.
group.
The maximum amount of available sessions displayed in the
Origin Server portal is less
than the number of purchased
licenses.

In a load balancing environment, it may occur that one of the
servers is down or is not accessible via the network.
Check the Origin Server configuration file to see if all servers
are listed and if load balancing is enabled.

Client Check shows an error
with the Remote Desktop
Connection.

This error may appear if you are using a browser other than Internet Explorer.
Verify your browser and security settings according to the procedure.

Application Performance
FAQ

Suggestion
In the Origin Server portal, check how many sessions are running. Excessive running sessions may slow down server performance. If necessary, administrators can use the Session
Manager to terminate unused sessions that were incorrectly
closed.

Performance of the selected
application is slow.

The Origin Server session is
running, but the application
does not open or an error is
displayed.
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Check Connection Quality on the Client Check page and
verify that the download speed and response time are sufficient.
If your connection is made over the local network/intranet and
the Client Check results are not sufficient, contact your IT administrator for network connection improvements. If the Client
Check results are sufficient, you can increase the application
performance by enabling the intranet optimized settings.
If connection is made over the internet, performance problems
caused by a slow internet connection may be improved by enabling the internet-optimized settings. Additionally, subscribing
to a “fast path” option offered by many internet providers can
also improve response time.
If Origin Server displays an error message, read the displayed
message carefully for an explanation. Possible errors are:
• A license error due to too many open sessions.
• Paths are not properly configured in the Origin Server configuration file.
• The user does not have sufficient access rights in the applications folder.
• In a load balancing environment: Identical server hardware
or an identical VM configuration as well as identical Origin
Server software versions must be installed. All installed applications must be on the same installation path and the configuration files on both servers must be identical.
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FAQ

Suggestion

My application only starts correctly on one server.

Verify that the applications are installed identically on all servers in the farm. The application folder must have sufficient access rights on all servers.
The Origin Server configuration file must also be identical on
all servers.

After clicking on an application
button, a certificate warning is
displayed.

Read the details in the warning dialog. Possible reasons for
this warning are:
• The common name in the certificate is not the same as the
web server name. The configured server name in the Origin
Server configuration file must be the same as the “common
name” in the certificate. Contact Brainlab support to change
either the server or common name. The client must be able
to resolve changed server names via DNS or host file.
• There is a missing link in the list of Certification Authorities.
Connect the client to the internet to update the Certification
Authorities.
• The certificate is outdated and must be renewed. Contact
Brainlab support for a certificate renewal.

Session Sharing and Data Transfer
FAQ

Suggestion
Make sure that the USB flash drive is plugged in before starting the remote session.
NOTE: This is not supported if you're using HTML5 connections.

I want to export data to or import data from my local drive or
Users can access removable drives on the client drive during
USB flash drive, but I do not
an RDP remote connection but the removable drive must be
see the local drives.
connected prior to starting the remote connection.
In the Remote Desktop Connection dialog, make sure you
have enabled the checkbox to export to local drives.

Verify that the user has access rights to read and write on the
network drive.
After starting a session, I am
not able to map network drives
containing patient data.

When starting Session Sharing, the target does not connect automatically.
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Try to access the network drive via the Universal Naming Convention (UNC) path (\\<servername>\<ShareName>).
Sometimes the log on script that maps a network drive to a
drive letter is too slow. Configure the drive mapping in the Origin Server configuration file so that the software maps the
drive each time a session is started, instead of the logon script.
Possible causes are:
• Domain policies have overwritten local terminal server configurations.
• The user of the target session did not accept the sharing request.
• In a load balancing environment: Firewall has blocked the
sharing request to the session on the other server. The target session is then disconnected.
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SSL Certification When Using Different Web Browsers
FAQ

Suggestion

I receive a security certificate
warning when opening a session in Google Chrome.

Possible solutions:
• Verify Browser/OS compatibility.
• Create a self-signed certificate based on local internal settings.

I receive a security certificate
warning when opening a session in Firefox.

Firefox contains a separate certification list outside of the OS
you are using. You need to add the domain to the list manually.
Do this by using an FQDN (<servername>.<domain>.com)

SSL Certification When Using Tablets
FAQ

Suggestion

I receive a security certificate
warning when opening a session in Google Chrome.

Possible solutions: If Origin Server is using a self-signed certificate, make sure the certification authority is known to the client computer checking the local computer certificate store
(Trusted Certification Authorities).
NOTE: Even when using a valid self-signed certificate Google
Chrome will always show a warning if the certificate does not
include a server name which is FQDN compliant.

FAQ

Suggestion

The Browser/OS compatibility
could not be verified in Safari
for Windows.

This configuration has not been fully tested.
For the best user experience use Internet Explorer with Windows.

FAQ

Suggestion

Safari for Windows

Printing in HTML5

You need to select Ericom AccessNow Printer from the list of
I am unable to print when using available printers.
an HTML5 connection.
If this option is unavailable, please contact Brainlab support.
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